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PEDEPAT

Tonopiecoxkuti A.P. Enexmponna cucmema «KepyanHs 3acobamu 00OCmyny 00

0b'exma: mazicmepcoka ouc.: 171 Enekmponika . Kuis, KIII im. leops Cikopcbkoeo,
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Intepner peui, ABToMaruzamis 1ardaymy, pos3mi3HaBaHHS HOMEPHHUX 3HAKIB,

matdopma [HTEpHETY pedeil, XMapHa cucTema.

AKTyaJbHicTh TeMH. B ocTtanH1 poku HaOyBalOTh Bce OUIBIIOI MOMYJSPHOCTI
CUCTEMH 3 PO3Mi3HaBaHHIM JEpKaBHUX HOMEPHHUX 3HAKIB TPAHCHOPTHHUX 3aco0iB,
CIIPOEKTOBAaHI JJ11 00’ €KTIB 3 OOMEKEHHUM JOCTYIIOM, YUM 00yMOBJIEHA HEOOX1THICTh
CIIPOIIEHHS Ta 3CIICBICHHS IS MOMYJIAPU3AIli] TAKUX CHCTEM.

Meta Ta 3aaaui aocaigkeHHsi. AHaNI3 MIIXOJIB JI0 PO3IIUPEHHS 00JacTi
BUKOPUCTaHHA CHUCTEM KOHTPOJIO JOCTYIly 3 TMOAAJNbIIAM 3a0e3meueHHsIM
MO>KJIMBOCTI BUKOPUCTAHHS ICHYIOUMX DILlIEHb, SIKI B3a€MOJI1I0Th, BUKOPUCTOBYIOUHU
ICHYIOUYl MPOTOKOJIM Tepeaadl JaHux. ['0JIOBHUM 3aBAaHHSAM € JOCHIDKCHHS, IO
MoJISITa€ 'y TPOEKTYBaHHI CUCTEMHU KEpyBaHHS 3aco00amMH JOCTyIy 10 00’€KTa s
3a0e3MeyeHHs] B3a€EMO/Iii KaMepHy BCTaHOBJIEHOI Ha B’i3/1 A0 00’€KTy 3 0OMEKEHUM
JOCTYTIOM, 3 (yHKIIIOHAJIOM peajizoBaHuM Ha 6a31i MK Ta cepBepHOro KoM rorepa
yepe3 ICHY0Y1 MPOTOKOJIU Tiepeaadl JaHuX.

BupineHHsi mocTaBjieHNX 3aBAaHb Ta TOCATHYTI pe3yjabTaTH. B pesynbrari
BUKOHAHHS poOoTH Oylia peasii3oBaHa CUCTEMa, 110 3aXOIUII0E CTOM-KaJIpH 3 KaMepH,
CKaHy€ HOMEpHi 3Haku Ha (OoTo Ta Kepye 3aco0om nmocTymy. [laHa peamizaiiis Takox
BKJIIOUA€ MOXUIMBICTh JOJABaHHS HOMEpPHHX 3HaKiB, MPH CKaHyBaHHI SKHX
BiIOYyBA€ThCS aBTOMATHYHE KepyBaHHS 3acobom poctymy. Jlims kepyBaHHS Oyiio
po3pobiieHo ckpunt. CrcTeMa MpocTa y po3ropTaHHi Ta Mo)Ke OyTH BUKOPUCTaHA SIK
JIOTIOBHEHHS JI0 ICHYIOUO1 CHCTEMHU.

O0’eKT H0CTiIZKEeHHS - €JICKTPOHHA CUCTEMa KOHTPOJIIO IOCTYITY JI0 00 €KTa.



IIpenmer MOCHIT:KEHHSI - CHCTEMH, METOAM Ta TEXHOJIOTii yMpaBIiHHS Ta
aBTOMaTH3allli 3ac00aMu JTOCTYMY.

Metoau pocaimxenHs. [{nsg BupimieHHs mnpoOiemMu B JaHidi  poOOTi
BUKOPHCTOBYIOTHCSI METOJIM aHai3y, CHHTE3y, CHCTEMHOTO aHalli3y, OPiBHAHHSA Ta
JIOTIYHOTO y3araJlbHeHHSI Pe3yJIbTaTiB.

HaykoBa HoOBHM3Ha ToNisirae y aHaji3i Ta YJOCKOHAJEHHI METOMIB, IO
JI03BOJISIIOTH KepyBaTH 3ac00aMU JOCTYITy, BUKOHYBAaTH aHaJi3 MOTOKY KamepH, Ta
aBTOMATHU30BYBaTH 3aCO0U JOCTYILY.

IIpakTuyHe 3HAYEHHS O/IePKAHUX pe3yJabTaTiB. Po3pobieHa cucrema Moxe
OyTH pO3ropHyTa Ha OYyIb-IKOMYy OO0’€KTI 3 OOMEXEHHSM JOCTyIy JUIs
TpaHCIOPTHUX 3aco0iB. BaHa BKkitouae B co01 JemIeBy peajiizallilo Ta MPOCTOTy Y
BCTAaHOBJICHHI Ta MO)X€ OyTH BHMKOpHCTaHa ISl 1HTErpaiii B ICHYIOUl CHUCTEMHU 3

H1ATPUMKOIO 00paHOTO MPOTOKOIY.



SUMMARY

Toporivsky A.R. Electronic control system for means of access to the object: master's

thesis .: 171 Electronics. Kyiv, KPI named after Igor Sikorsky, 2020. 102 p.

Internet of Things, barrier automation, license plate recognition, Internet of Things
platform, cloud system.Master’s dissertation: 102 p., 29 pic., 4 tabl., 23 sources, 4

supplement.

Actuality of theme. In recent years, systems with the recognition of state
license plates of vehicles designed for objects with limited access have become
increasingly popular, which necessitates simplification and reduction in price for the
promotion of such systems.

The purpose and objectives of the study. Analysis of approaches to
expanding the scope of access control systems with the subsequent provision of the
possibility of using existing solutions that interact using existing data transmission
protocols. The main task is to study the design of the control system of the means of
access to the object to ensure the interaction of the camera installed at the entrance to
the object with limited access, with functionality implemented on the basis of MK
and server computer through existing data protocols

Solving the set tasks and achieved results. As a result of the work, a system
was implemented that captures stills from the camera, scans license plates in the
photo and controls the means of access. This implementation also includes the ability
to add license plates, when scanning which is automatically controlled by the access
means. A script was developed for management. The system is easy to deploy and
can be used as a supplement to an existing system.

Object of study - electronic system of access control to object.

Subject of study - systems, methods and technologies of access control and

automation.



Research methods. To solve the problem in this work, methods of analysis,
synthesis, systems analysis, comparison and logical generalization of results are
used.

Scientific novelty of the work is the analysis and improvement of methods
that allow you to control the means of access, perform analysis of the flow of the
camera, and automate the means of access.

The practical significance of the obtained results. The developed system
can be deployed on any object with restricted access for vehicles. The bathtub
includes a low-cost implementation and is easy to install and can be used to integrate

into  existing systems  with  support for the selected protocol.
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IHHEPEJIIK YMOBHHX CKOPOYEHD

MIKPOKOHTPOJIEP;

Hypertext transfer protocol (mpoToxoin mepemadi rinep-TeKCTOBUX
JIOKyMEHTIB);

Kutnosuit Kommiekc;

Internet Protocol (iHTepHET MpoTOKON);

Dynamic Domain Name System;

Tpancnoptauit 3acio;

Network Address Translation;

User Datagram Protocol;

Transmission Control Protocol (mpoTokos kepyBaHHS Mepeayueto);

Real Time Streaming Protocol.
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BCTYII

OcTaHHIM 4YacoM BHUKOPUCTaHHS HEHPOHHUX MEpeX i1 peaizauii
KOMIT FOTEPHOTO 30py 3HAa4yHO 301mbImuBcsA. lle mpu3BOAMTH O TOTO, IO PIBEHb
KOM(OPTY KUTTS CTa€ BUIIKUM, OaraTo MPOIECIB aBTOMATHU3YIOTHCS, HIBEIIOETHCS
JIOJICBKUM (hakTop.

Y OararboX pPO3BHMHEHHMX KpaiHax BKE€ BIPOBAIKEHO aBTOMATHUYHE
po3Mi3HaBaHHs 00JIMYb, HOMEPHUX 3HAaKIB, (ikcallis HOpYILIEeHb MPaBUi JOPOKHBOTO
PYXY, aHaJI3yBaHHS «rapsuux» 30H B CynepMapkeTax. Takox 1CHyIOTh Mara3uHu sKi
CKaHYyIOTh 00JMYYs 1 3a0paHuil TOBap 3 MPUJIABOK Ta aBTOMATHUYHO 3HIMAIOTH KOIITH
3a 00paHi BaMHU TOBapH.

Takum yuHOM, piBeHb KOM(DOPTY 1 AKICTh XKUTTS B KpaiHi 3pocTae. Y CBITI BXKe
MpEeICTaBICHO JACKIJIbKa PillleHb JUIsl pO3ITi3HABaHHS HOMEPHUX 3HAKIB TPAHCIIOPTHUX
3ac001B 1 aBTOMaTHU3allli KEPyBaHHIM 3aC001B JOCTYITY A0 00’ €KTA.

OpnHak Taki po3yMHI CUCTEMH 3a3BHUYail MalOTh BUCOKY BapTICTh 1 MOTPEOYIOThH
BEJIMKUX 1HBECTHIIIH B peanizamito. OTxe, y 6araTbox KpaiHax, 10 PO3BUBAIOTHCS, 11€

MOke OyTH HE €(pEKTUBHUM Ta HE IOCTYITHUM PIIICHHSIM.
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AHAJITUYHUM OIJIA[ EJEKTPOHHUX CUCTEM

KEPYBAHHS 3ACOBAMMU JOCTYIIY 10O OB'€EKTA

1.1

CucreMa KOHTPOJIIO i yNIPaBJIIHHA 10CTYIIOM

Cucrema xontpodto 1 ympasminag goctynoM, CKVY/] (anrn. Physical Access

Control System, PACS) - cykymHiCcTh HmpOrpaMHO-arapaTHUX TEXHIYHUX 3aco0iB

KOHTPOJIIO 1 3acO0IB YMNpaBIiHHA, 110 MarOTh Ha METI OOMEXKEHHS 1 pPeecTpallito

BXOJy-BUXOJly O0'€KTiB (JII0/I€H, TPAHCIOPTY) HA 3a/laHid TEPUTOPIi Yepe3 «TOUKH

npoxoay»: nBepi, Boporta, KIIIT [1].

OcHOBHE 3aBHaHHA - YINpPaBIIHHS JOCTYNIOM Ha 3aJaHy TEpPHUTOPil0 (KOro

MyCKaTH, B IKUI Yac 1 Ha SIKY TEPUTOPII0), BKIIFOUAIOYHN TAKOXK:

0OMEKEHHS JIOCTYIy Ha 3aJlaHy TepUTOPIIO;

imenTudikailito ocoou, sika Mae J0CTYIl Ha 3aJaHy TEPUTOPIIO.

JlogaTKoBI 3aBIaHHS:

00111k poboYoro yacy;

pO3paxyHOK 3apo0iTHOT TuiaTH (MpU  IHTErpamii 3 CUCTEeMaMH
OyXraiaTepchbKoro o0iKy);

BeJIeHHS 0a3u nepcoHaiy / BiBiTyBadyiB,;

1HTErparlisi 3 CHCTEMOIO O€3IeKH, HaPUKIIAT;

3 CHCTEMOIO BIJICOCIIOCTEPEIKEHHsI ISl CYMIIIEHHS apXiBiB MOJIIN
CUCTEeM, TMepefadl CHCTEeMI BIJEOCIOCTEPEKEHHS TOBIIOMIIEHb TIPO
HEOOXiHICTh CTapTyBaTH 3alliC, TOBEPHYTH Kamepy HJsl 3alucy
HACTIAKIB 3a()IKCOBAHOTO T1A03P1JIOTO TOIIT;

3 cucteMoro oxopoHHoi curHamizamii  (COC), nHampukiuam, s
0OMEXKEHHS JIOCTYNy B MPUMIIIEHHS, SIKI CTOATh Ha OXOPOHI, a00 s
ABTOMATUYHOTO 3HSTTS 1 MOCTAHOBKH MPUMIIIIEHb HA OXOPOHY.

3 cuctremoro noxexxHoi curnamizari (CIIC) nns orpumanns iHdopmariii

IIpo CTaH IOXKEKHHUX CHOBiHIYBa‘{iB, ABTOMAaTU4YHOI'O p036JIOKYBaHH$I
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€BaKyallliHUX BUXOMIB 1 3aKpHBaHHS IMPOTUIIOXKEKHUX JBEpEeH B pasi
TIOYKEKHOI TPUBOTH.
Ha ocob6muBo BiamoBimanbHHX 00'ekTax Mepexy mnpuctpoiB  CKY/I

BUKOHYEThCS (PI3MUHO HE MOB'SI3aHOT 3 THITUMHU 1HPOPMAIIHHUMU MEPEKAMH.

1.2 IleperopomKyroui npucTpoi
BcranoBinoroTecs Ha ABepi:

e EnexTpo3acyBKu - HaAaWMEHIN 3aXMINEHI Bij 3JI0My, TOMY iX 3a3BUYail
BCTAQHOBIIIOIOTh Ha BHYTpIIIHI JBepl (BHyTpimHbOOGIcHT 1 T. II.)
Enextpo3acyBku, K 1 1HII THIHA 3aMKIB, OYBalOTh BIJIKPUBAIOTHCS
HaAnpyror (To0To ABEPl BIAKPUBAIOTHCS MPH MOJa4l HAIIPYTH JKUBJICHHS
Ha 3aMOK), 1 3aKpUBAIOTHCS HAMPYTotO (BIAKPUBAIOTHCS, K TUIBKU 3 HUX
3HIMA€EThCS ~ HANpyra SKUBJICHHS, TOMY  pEKOMEHJIOBaHI  JJis
BUKOPHCTAHHS MMOXEKHOI THCTIEKITIET0) [2].

e EneKkTpoMarHiTHI 3aMKH - MPAaKTHYHO BCl 3aMHUKAIOTHhCS HAMpPYTOIO,
TOOTO MPUIATHI JJISI YCTAHOBKHU Ha IIJISAXaX eBaKyarlii Mpu MOXKexl.

e EnexkTpoMexaHiyHi 3aMKH - JOCHTh CTIMKI 10 3J0MY (SKIIO 3aMOK
MIIIHMA MEXaHIYHO), 0arato XTO Ma€ MEXaHIYHWA TepeB3Boj (1€
O3Hauae, IO SAKI0 Ha 3aMOK TOJAJIM BIJIKPUBA€E IMIYJbC, BiH OyJe
PO30JIOKOBAHO JI0 TUX TP, TTOKU JBEP1 HE BITAKPUIOTH).

BcTaHoBIOIOTECSA Ha TPOXo1ax / mpoi3aax:

e TypHIKET-TpUIO MOSICHUM 31 3UMUTYBAaYEM CUCTEMHU KOHTPOJIIIO JOCTYILY

e TypHIKETH - BAKOPUCTOBYIOTHCSI Ha MPOXITHUX IMIAMPUEMCTB, CYyCIIJILHO
3Hauymux 00'ekTax (CTaalOHHU, BOK3AJIU, METPO, AESIK] EPKyCTAaHOBHU) -
BCIOZM, Jie¢ MOTPIOHO OpraHizyBaTH KOHTPOJBOBAHHMM MPOXiJl BEIUKOI
KUTBKOCT1 Jtofiel. TypHIKETH MIISATHCA Ha JBa OCHOBHHMX THIIH: TMOSICHI
Ta TMOBHO3POCTOBI. SIKIIO MOpPyY 3 TYPHIKETOM HEMAa€ IIBUJIKO
BIJIKPUBAETHCS BUIBHOTO MPOXOAY (HAa BHUIAIOK ITOXKEXK1), IMOSCHUM

TYpHIKET MOBHUHEH OyTW OOJaJAHAHUU T.3B. IJIAHKAMU «aHTHUIIAHIKa» -
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TUTAaHKaMH, TIePEIaMHUBAIOIIMMHUCS 3YCHIIISIM SIKO1 HOPMAJIBHOI JIFOTUHU
(BUMoOTa MOKEXKHOT THCIIEKITIT).

e [llmro30BI KaOiHUM - BUKOPHUCTOBYIOThCA B OaHKax, Ha PEKUMHUX
00'ekTax (Ha MANPUEMCTBAX 3 MIABUIIICHIMH BUMOTAMH J10 O€3MEKH).

e Bopota i nmutarbaymu - B OCHOBHOMY, BCTAHOBJIIOIOTHCS Ha B'i3/1aX Ha
TEPUTOPII0  MIANPUEMCTBA, HA  aABTOMOOUTBHHUX  TApKOBKax 1
aBTOCTOSIHKAX, Ha B'i3Max Ha NPHOYAMHKOBY TEPUTOPIIO, y JBOPHU
KUTIOBUX OyauHKiB. OCHOBHAa BHMMOTa - CTIHKICTh J0 KIIMAaTHYHUX
YMOB 1 MOKJIMBICTh aBTOMAaTHM30BAaHOTO YIPABIIHHA (32 JIOMOMOTOIO
CHUCTeMH KOHTpOJII0 Jnoctyny). Kommu MoBa e mpo oprasizaiiito
KOHTPOJIIO JOCTYITy MpPOi3y, JAO CHUCTEMH MPEa'sBISIOTHCS T0AATKOBI
BUMOTH - TiJIBUIIIEHA NalbHICTh 3YUTYBaHHS MITOK, DPO3Mi3HABaHHS

aBTOMOOUTbHUX  HOMEpiB (B pasi  iHTerpamii 3  CHCTEMOIO

B1JICOCIIOCTECPEIKCHHS ).
e ABTOMAaTH4YHI  JOpOXHI  Oap'epy -  BUKOPHUCTOBYIOTbCS A
rapaHTOBaHOIO 3ano0iraHHs HECaHKI[IOHOBAHOTO poi3ay

aBTOTPAHCIIOPTY HA TEPUTOPIIO, IO 3aXUIIAEThCSA. € 3axojamu
AHTUTEPOPUCTUYHOTO 3aXHUCTY, OCKIIBKU TMPOi3]] yepe3 MiTHATHI Oap'ep

IPU3BOJUTH 10 PYWHYBaHHS I1/IBICKA aBTOMOO1JIS.

1.3 Inenrudikarop

OCHOBHI TUIM BUKOHAHHS - KapTKa, Opernok, mMiTka. € 0a30BUM €IE€MEHTOM
CUCTEMHU KOHTPOJIIO TIOCTYITY, OCKIJIbKH 30€epirae Ko, SIKUi CITY>KUTh JJIsl BU3HAYCHHS
npaB («imeHTtudikamii») BiaacHuka. lle moxke 0ytu Touch memory, Oe3kOHTaKTHa
kaptka (Hampukian, RFID -mitku), abo 3actapiBatoyuii TUN KapT 13 MardiTHOIO
cmyroro. B sikocTi i1eHTudikaTopa MOXYTh BUCTYNATH TAKOX KOJU, 10 BBOJUTHCS
Ha KJaBlaTypi, a00 OKpemi OIOMETpHUYHI O3HAKW JIIOJUHU - BIAOWTOK MabIld,

MaJIFOHOK CITKIBKH a00 paiiy>KHOT 000JIOHKH OKa, TPUBUMIPHE 300paKeHHsT 00INIYst

[3].



15

HaniitHicTh (CTIMKICTB 0 3JI0MY) CUCTEMH KOHTPOJIIO JIOCTYIy B 3HAYHIN Mipi
BU3HAYAETHCSI TUIIOM BUKOPHUCTOBYBAHOTO 1eHTH(]IKATOpA: HAMPUKIIAL, HAWOIIBII
MOIIMPEeHI OE3KOHTAaKTHI KapTU proximity MOXYTh BJIaBaTH B MaHCTEpHAX 3
BUTOTOBJICHHS KIIIOYIB HAa OOJIAHAHHI, IO € y BIUIBHOMY MpOJaxy. Tomy IS
00'eKTiB, II0 BHUMArarOTh BHUIIOTO PIBHS 3aXUCTy, MOJIOHI 17eHTHU(IKATOpU HE
niaxoaTh. [[pUHIIMIIOBO BUIMI pi1BEHB 3aXHUIEHOCTI 3a0e3neuytoTh RFID -miTku, B

SIKUX KOJI KapTh 30€pIracThCs B 3aXUIIEHIN 00J71acTi 1 I PPYETHCS.

Kpim 6e3mnocepeiHboro BUKOPUCTAHHS B CUCTEMax KOHTpoto goctymy, RFID
-MITKM IIHPOKO 3aCTOCOBYIOTHCS 1 B 1HIIMX oOnacTsax. Hampukian, B JIOKaJIbHUX
pPO3paxXyHKOBHUX cHUCTeMax (oruiata OOifiB B idaJibHI Ta 1HIIUX TOCIYT), CHCTEMax

JIOSUTBHOCTI 1 TaK Jail.

1.4 Konrpoaep

ABTOHOMHUI KOHTpOJIEp - IIE «MO30K» CHCTEMH: CaM€ KOHTpPOJIEp BU3HAUaE,
OpOMYCTUTH YW HI BJIAcCHHUKa 1eHTU(IKaTopa B JBepi, OCKUIbKU 30epirae KOAu
11eHTU(IKATOPIB 31 COUCKOM MPaB JOCTYIY KOKHOTO 3 HHMX Yy BJAacHIM He3aleXHIH
nam'ati. Komm mioguna mpen'siBiasie (MIAHOCHTH 10 3YUTYBAJIBHOTO TMPUCTPOIO)
inmeHTudikaTop, JIYEHUH 3 HHOTO KOJ TOPIBHIOEThCA 3 30epiraroTbess B 0asi, Ha

M1JICTaBl YOT0 MPUWMAETHCS PILIEHHS PO BIAKPUTTS iBepen [4].

MepexeBuii  KOHTpoJiep OO0'€IHY€ThCS B €IUHY CHUCTEMY 3 I1HIIUMHU
KOHTpOJIEpaMu 1 KOMM'FOTEPOM [IJIsi MOKJIMBOCTI I[€HTPaJ130BaHOTO KOHTPOJIIO 1
YIpaBJiHHI. Y TaKOMY BHUIIAJIKy PIIICHHS MPO HAJaHHS JOCTYIy MOXE MpUMMaTUCS
K KOHTPOJIEPOM, TaK 1 MPOTPAMHUM 3a0E3MEUEHHSM TOJOBHOTO KOMII'IOTEpa.
Haifuacrtime o00'eqHaHHS KOHTPOJIEPIB B MEPEXKY 3IIMCHIOETHCS 3a JOTMOMOTOIO

npoMuciioBoro inTepdeiicy RS-485 abo nokanpHOi Mepexi Ethernet.



16

VY Bumanakax, Koju HEOOX1JHO 3a0e3neunTtr poOOTy KOHTpoJepa MpH aBapisix
eJIEKTpOMEpexKi, OJOK KOHTpoJiepa 3a0e3NeuyeThCsl BIACHUM aKyMyJIATOpPOM, abo
30BHIINIHIM OJIOKOM PE3epPBHOTO JKUBIEHHA. Yac poOOTH Bif aKyMyJsiTOpa MOXKE

3alHATH Bl AEKUILKOX T'OAUH 10 JIEKUILKOX I10.

1.5 3uwmryBau

[le npucTpiii, skuit oTpuUMye («34UTYy€E») KO 1IeHTU(dIKATOpa 1 Iepeiae Horo B
KOHTpoJsiep. BapiaHTu BHKOHaHHS 34MTyBaya 3ajeXaTb BiJ TUIY 1AeHTH(]iKaTOpa:
JUISL «TAOJICTKW» - 11€ JIBa €ICKTPUYHUX KOHTAKTY (Y BUTJISIL «JTy3W»), IJI proximity-
KapTH - 11 CJICKTPOHHA TUTaTa 3 aHTEHOIO B KOPITYCi, a JIJI 3YMTYBAaHHS, HAIPUKIIA],
MaJIOHKa paiayKHOi 0O0JIOHKH OKa JI0 CKJIaJy 34MTyBada MOBHHHA BXOJIUTH Kamepa
[5]. ko 34MTyBauy BCTAHOBIIOETHCS Ha BYJHWI (BOpPOTA, BXIAHI JBEpl OYMIBIIL,
poi3[ Ha TEPUTOPIIO ABTOCTOSHKH), TO BiH TMOBHHEH BUTPUMYBATH KJIIMATHYHI
HABAHTAKEHHA - TEpemaau TeMIeparyp, Omajaud - OCOOJMBO, SIKIIO MOBa WJE TMPO
00'eKTH B paiioHaX 3 CYBOPMMH KJIIMAaTHYHHUMH yMOBaMHu. A SIKIIO ICHY€ 3arposa
BaHJaTi3My, HeoOXiHa IMe 1 MexaHlyHa MIiIHICTh (cTaneBuit kopmyc). Oxpemo
MOXHa BUJIJIUTHA 34YMTYyBaul ISl JaidbHbOI 17eHTUdiKaIii 00'€KTiB (3 BIJIICTAHHIO
imentudikami go 50 wm.). Taki cucreMu 3pydHi Ha aBTOMOOUIBHHUX TPOi3/ax,
MapKoOBKax, Ha B'i3nax Ha miaTHi goporu 1 1. [1. Inentudikaropu (MITKH) JUIsl TAKUX

3YUTYBAYiB, SIK MPABUJIO0, aKTUBHI (MICTATH BOY/1I0BaHy OaTapeuky).

1.6 KonBeprepu cepenoBuina

Cnyxath 115 niakiaodeHHs anmapataux moayiaiB CKVY ]l oauH 10 ogHOrO 1 /10
[IK. Hanpuknan, € momynsipaumu konBepropu RS-485 <> RS-232 1 RS-485 «
Ethernet [6]. Hesxi kornTponepu CKY /] Bxxe maroTh BOyaoBanuii intepderic Ethernet,
[0 J03BOJIsIE 0€3 BUKOPUCTAHHS Oylb-IKUX JTOJATKOBUX MPHUCTPOIB IMiIKIFOYATHCS

no T1K 1 3B's13yBaTHCs OJMH 3 OTHUM.
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1.7 IIporpamHue 3a0e3ne4yeHHsI

YUun He € O0OOB'I3KOBUM €IEMEHTOM CHCTEMH KOHTPOJIIO JOCTYILY,
BUKOPUCTOBYETHCS B pa3l, KOJIM MOTpiOHA oOpoOka iHdopmamii mpo Mpoxomaax,
no0Oy10Ba 3BITiB, 400 KOJHU JJIsl TOYATKOBOTO MPOTrpaMyBaHHS, YIIPaBIIHHS Ta 300py
iHpopmanii B mpoueci poOOTH CHCTEeMH HEOOXITHO MepexeBe MporpamHe

3a0e3neueHHs], iK€ BCTAHOBIIOETHCS Ha oAuH abo kibka [1K, 3'ennanux B Mepexa.

Bci CKY /] MoKHa BIAHECTH JI0 IBOX BEJIMKUX KJIAciB a00 KaTeropii: MepekeBi

CHUCTEMHM 1 AaBTOHOMHI CUCTEMMU.

1.8 MepexesBi cucteMu

VY MepexHii crucTeMi BCl KOHTPOJIEpH 3'€THaH1 3 KOMIT'IOTEPOM, IO J1ae 6e3mid
nepeBar i BEJIUMKUX MIAMIPUEMCTB, ajieé 30BCIM HE MOTPIOHO JIs «OJHOJIBEPHHUX)
CKVY]J [7]. MepexeBi cucTteMH 3pydHi sl BETUKUX 00'ekTiB (odicu, BUpPOOHHUI
MIPUEMCTBA), OCKITBKU YIIPABIISATH HABITH JECATKOM JBEPEH, Ha SKUX BCTAHOBJICHI
ABTOHOMHI CHCTEMHM, CTa€ HaJ3BUYAWHO Bakko. He3aMiHHI MepexeBl CHUCTEMH B

HAaCTYITHHUX BUIIaJIKaXx:

® SKIIO HEOOXITHO peaizyBaTH CKJIaJHI alIrOPUTMHU JOMYCKY TIpym
CHIBPOOITHUKIB 3 PI3HUMM MPUBLIEAMU B Pi3HI 30HU MiANPUEMCTBA 1

MaTH MOKJIUBICTh OTIEPATUBHO iX 3MIHIOBATH;

® SKIIO HEOOXIMTHO BUOIPKOBO BUIATATH ab0 CTBOPIOBATH MPOMYCKY
(MITKHM) JUIsT BEJIMKOI KUIBKOCTI TOYOK NPOXoay abo Juisl BEIHKOI

KUIBKOCTI CIIBPOOITHUKIB (BEMKA TEKy4YKa 1 BTpATH MPOITYCKIB);

e KO0 HeoOXimHa 1H(OpMaIlis Mpo MmO BiAOyIUCS paHimie moxii (apxiB
nofii) abo € morpeda y M0AATKOBOMY KOHTPOJb B peajbHOMY daci.
Hampuknan, B mepexxeBuit cuctemi icHye GyHkiis goroBepidikarrii: Ha
MPOXiAHIA TpU TITHECEHHI BXOAATH JIIOJUHOK 1JeHTU]IKaTOpa [0
34MTyBaya, CIy00Bellb (BaXTep, OXOPOHELb) MOXKE Ha €KpaHl MOHITOpPA

Oauntu Qororpadiro THOAUHU, SKOTO B 0a3l JaHUX BHU3HAYCHO IIFO
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imeHTudikaTop, 1 TOPIBHATH 13 30BHIMIHICTIO MPOXOJUTh, IO

M1JICTPAaxoBY€ B Nepeaadi KapTOK 1HIIHNM JIFOSM;

® JKIIO HEOOXiJHO OpraHizyBaTh OOJIK pPoOOYOro 4Yacy 1 KOHTPOJb

TPYIOBO1 AUCIUILTIHH;

® SKIIO HEOOXiMHO 3a0e3MeunTH B3aEMOJAI0 (IHTErpaiiro) 3 I1HITUMU
MiJICHCTEMaMH ~ O€3MeKH, HaNpUKIad, BiACOCIOCTEPEIKECHHSIM abo

MTOKEKHOIO0 CUTHAJTI3AIIIEI).

VY MepexHiil cucTeMi 3 OJJHOTO MICI MOKHA HE TIJTbKM KOHTPOJIOBATH MOAL1
Ha BCIM TEpUTOpIi, IO OXOPOHSIETHCS, a W IEHTPATI30BAHO KEPYBATH IpPaBAMHU
KOpPHCTYBauiB, BecTH 0a3y HaHuX. MepekeBi CHUCTEMH J03BOJISIOTH OpraHi3yBaTh
KUIbka poOOYMX MiCIb, PO3AUIMBIIM (YHKUII YNPABIIHHSI MDK PI3HUMHU

CHIBpOOITHUKAMHU 1 CITy>KOaMu MAMPUEMCTBA.

Y MepexeBUX CHCTeMax KOHTPOJIIO JOCTYIy MOXYTh 3aCTOCOBYBATHCS
0e37pOTOBI TEXHOJIOTI, TaK 3BaHl pajiokaHai . Bukopucranus 0e31pOTOBUX MEpExX
YacTO BU3HAYAETHCS KOHKPETHUMH CUTYAIISIMU: CKJIaJHO a00 HEMOXJIMBO MPOKIIACTH
MPOBIAHI KOMYHIKaIlll MK 00'€KTaMH, CKOpPOYEHHS (DIHAHCOBUX BUTpAT HA MOHTAX
Touku npoxoxy 1 T. JI. IcHye Benmka KiTbKICTh BaplaHTIB pajioKaHaNIB, MPOTE B

CKYVY [l BUKOPHCTOBYIOTBCS TUIBKHU AESKI 3 HUX.

e Bluetooth. Jlanuit Bua 6€31p0oTOBOr0 MPUCTPOIO MEpeadl JaHUX SIBIsE
coboro anamor Ethernet. Moro ocoOmauBiCTh modsrac B TOMY, IIO
BI/IMala€  HEOOXIJHICTh MPOKJIaJaTH TapajesbHl KOMYHIKalii IS

00'eTHaHHSI KOMIIOHEHTIB NPU BUKOpPUCTaHHI 1HTEep(ericy RS-485.

e Wi-Fi. OcHoBHa mepeBara [aHOrO pajJiOKaHaNly TMOJSra€ B BEJIMKO1
JANbHOCTI 3B'I3KYy, 3/1aTHOI JOCATaTH JEKUIBKOX COTeHb MeTpiB. Lle
0COOJIMBO HEOOX1AHO JUIA 3'€qHAHHA MDXK CO00I0 00'€KTIB HA BEIUKUX
BiJicTaHsax. [Ipu IbOMy CKOpOYYIOTHCS SIK TMMYAcOBi, Tak 1 (piHAHCOBI

BUTPATH Ha MPOKJIAJKY BYJIMUYHUX KOMYHIKALIIH.
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o ZigBee. Cnouatky c(eporo 3acTOCyBaHHS JAHOTO pajiioKaHaly Oyia
CHUCTEMa OXOPOHHOI Ta IMOXEXHOI cUrHajizaiii. TexHoyorii He CTOAThH
Ha MiICIli 1 AaKTUBHO pO3BUBAIOTHCS, ToMy ZigBee woxe
BUKOPHCTOBYBATHCA 1 B CUCTEMaX KOHTPOJIIO AoCTymy. JlaHa 6e3mpoToBa

TEXHOJIOT1sI MPAIIOE B HEJIIEH30BaHOMY Jiana3oHi 2,45 [T,

e GSM. [lepeBara BUKOpUCTaHHS JJAHOTO O€3POTOBOr0 KaHAIIy 3B'S3KY -
MPaKTUYHO CYIUIbHE TOKPHUTTS. Jl0 OCHOBHUX METONIB Tiepemadi
iHpopMmariii B naHiii mepexi BigHocaThess GPRS, SMS 1 romocosoi

KaHaJl.

Hepinki curyainii, Kojid yCTaHOBKa MOBHOIIIHHOI CHCTEMU OE€3IMEKU MOXKeE
BUSIBUTUCS HEBUIIPABIAAHO JOPOTOIO JUIS BHUPIIICHHS ITOCTABJICHOTO 3aBlIaHHSA. Y
TaKMX CHUTyalliiX ONTUMAJIbHUM pIIMIEHHSIM Oy/le yCTaHOBKa aBTOHOMHOTO

KOHTpOJIEpa Ha KOXKHY 3 TOYOK MPOXOAY, K1 HEOOX1JHO 00IaHATH JOCTYIIOM.

1.9 ABTOHOMHI cucTEMH

ABTOHOMHI CHUCTEMHU J€IIEBIIE, MPOCTIIE B eKCIUlyaTallli, He BUMAararoTh
MPOKJIAIKK COTEHb METPIB KaOelro, BUKOPUCTAHHS MPHUCTPOIB CIIOJYYEHHS 3
KOMIT'IOTEpOM, camoro komm'torepa [8]. Ilpu mpoMy 10 MIHYCIB TakuX CHCTEM
BIJIHOCUTHCS HEMOXKIIMBICTh CTBOPIOBAaTH 3BITH, BECTH OOJIK pobOYOro wyacy,
nepeaaBaTH 1 y3arajabHIOBaTH 1H(OpMaIlii0 PO MOMli, YIpaBIsSTUCS TUCTAHITIMHO.
[Ipy BuOOpi aBTOHOMHOI CHCTEMHM 3 BHCOKMMHM BHMOTaMH IIOAO O€3MeKu

PEKOMEHAYETHCS 3BEPHYTH yBary Ha HACTYIIHE:

e 3uynTyBau MOBMHEH OYTH BUIIIJICHUH BiJl KOHTpoJepa, mod ApOoTH, 1O

SIKUX MOYKJIMBO BIJIKPUBAHHSI 3aMKa, OYJIM HEJIOCTYITHI 30BHI.

° KOHTpOJ'ICp IIOBUHCH MAaTHW PE3CPBHC MKCPCIIO JKHUBJICHHA Ha BHIIA0K

Bi,[[KJ'IIO‘-IeHHSI CIICKTPOIKUBJICHHA.

o [lepeBakHO BUKOPUCTOBYBATH 3YMTYBa4d B BaHAAJI03aXHUCHOMY KOPITYCl.
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VY cknazi aBTOHOMHOT CHCTEMHU KOHTPOJIO TOCTYITy BUKOPHCTOBYIOTHCS TAKOXK
CJICKTPOHHI 3aMKH, MEpeNarTh 1H(opMaIllilo 1mo 0e3ApOoTOBUX KaHalaX 3B'SA3KY: B
JIBEpl BCTAHOBIIIOETHCS MEXAHIYHUNA 3aMOK 3 €JNEeKTPOHHUM YIPABIIHHAM 1
BOY/TOBaHMM 3UMTyBaueM. 3aMOK IO pajioKaHaIy MOB'I3aHUN 3 XaboM, KU BXKeE 1O
IpoTax OOMIHIOEThCS 1HQOpPMAIE€0 3 PoOOYOI0 CTAHINEID, HA SKIA BCTAHOBIICHO

nmporpamMHe 3a0e3MeueHHS.

JI1s1 aBTOHOMHOI CUCTEMHM MOXJIMBO BHUKOPUCTOBYBATHU «3BOPOTHUN METOMIY,
KOJIM Ha KOHTPOJIbHUX TOYKAX BCTAHOBIIOIOTHCS 1MEHTHU(IKATOPU, a CIIBPOOITHUKH
B1/I3HAYAIOTHCS 3YMTYBAYEM-KOHTPOJIEPOM, 3TOJ0OM JAaHl MepealoThCs MpU TepiIin
HaroJll - MosiBa 3B'A3Ky y 3uuTyBaya. lleii Meroa 3pydyHO BHUKOPUCTOBYBATH,
HAlpUKIad, B MICISX J€ BIACYTHIM  3B'I30K, MOXJIHUBICTh  IPOKIIAJKH
CJIEKTPOXKUBIIEHH a00 1HIMX KOMyHikamiil. Takox "3BOpoTHUH MeTon"' Moxke
BUKOPHUCTOBYBATHUCS JJIsi KOHTPOJIIO MATPYyJIOBAHHS BEJIMKHUX NEPUMETPIB: MICHs
o0xomy TepuTopii abo TMiCs 3aKIHYEHHS 3MIHU OXOpPOHEIb 3/1a€ Ha TEPEeBIPKY
KOHTpOJIEp, B SKOMY 3allkCaHi BC1 MPOMJAEHI KOHTPOJbHI TOUYKH 13 3a3HAUYCHHSIM

MOCIIOBHOCTI MPOXO/Y 1 4acy MpoXoay KOKHOT TOUKH.

1.10 /loaaTkoBi MOKJIMBOCTI

e GSM wMopynb, skuil Ao3Bosisie mocwinatu SMS 3 iHopMalieo Mpo

npoxo/ii (BUKOPUCTOBYETHCS, HAIPUKIIA/I, B IIIKOJIAX ).

o s MepexkeBoi CKVY /I (Takosx esiki aBTOHOMHI CUCTEMH ) - MOXKJIMBICTD
BIJUTAJICHOTO YIpaBIiHHA TI0 Mepexi [HaTepHer (Hampukiazn, s
YIOPaBIIHHS CHUCTEMOIO KOHTPOJIO JOCTYIy 3 IIEHTpaIbHOTO odicy,

SIKIO MAITPUEMCTBO Mae 0e3miy imiit).

® KOMIUIEKC JUIsl IEPCOHaNI3allll MIACTUKOBUX KapT (MPUHTEp ISl APYKY

Ha MJIACTUKOBIN KapTIli JaHUX BJIaCHUKA, B TOMY 4ucii, potorpadii).

® PEXKHUM «aHTINACCOEK» - SIKIIO JIF0JIMHA BXXE MPOMIIOB HA TEPUTOPIIO, IO

OXOPOHSETHCS, TO MOBTOPHE MPE/I'ABJICHHS MOT0 1IeHTH(IKaTOpa Ha BX1]
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Oyne 3a0opoHeHO (TOKM KapTka He Oyne mpea'siBjieHa Ha BUXiA), IO
BUKJIIOUUTh MOXJIUBICTH MPOXOJY MO OJIHIM KapTi ABOX 1 OuIbIIE OCiO.
[Tpu ubomy mepexxeBa CKY [l n1o3Bosisie opraHizyBaTH TaKHi peXUM Ha
BCIX TOYKax Mpoxoay, OO'€MHaHMX B MEpPExXy, II0 3a0e3neuye
MOBHO(YHKIIIOHATILHY 3aXHCT MO BCHOMY NEPUMETPY KOHTPOJIHOBAHOI

TEPUTOPI.

1.11 3acrocyBanns CKY /]
Cdepu 3actocyBannss CKVY /I pi3HOMaHITHI:
e od(icu xommaHii, O13HEC-IICHTPH;
e (0aHKW;
® YCTAHOBH OCBITHU (IIIKOJIU, TEXHIKYMH, BY3H);
® [IPOMUCIIOBI MiIPUEMCTBA;
® OXOPOHIOBaHI TEPUTOPIi;
® aBTOCTOSTHKH, TTAPKOBKH;
® MiCIIs MPOi3ay aBTOTPAHCTIOPTY;
® [IpUBaTHI OyJIMHKH, )KUTIOBI KOMILJIEKCH, KOTEIXKI;
e TOTEJl;

® T'POMAJICbKI YCTaHOBH (CITOPTKOMIUIEKCH, My3€i, METPOIIOJIITECH Ta 1H.)

1.12  OcHOBHIi THUIIM KOMIIaHii HA PUHKY
e BupobHuku
e Jluctpub'toTopu
® TIPOEKTYBAIbHUKH

® IHTErpaTopu



TOPTOB1 IOMHU
MOHTaXH1 Oprasi3arii
KIHIIEBI 3aMOBHUKH

Benuki KiH1I€B1 3aMOBHUKH (MalOTh BJIACHY CITY>KO0y O€3IMeKH)

22



23
BucHoBKkM 10 po3aiiay

VY nanomy posaini onucano noHsaTTss CKVY/I.

3Ha3HA4Y€HO, IO OCHOBHA 33j[aua CHCTEMU KOHTPOJIIO 1 YPABIiHHS JTOCTYIIOM
€ OOMEXeHHs JOCTYIly Ha 3aJlaHy TepUTOpit0 Ta ifeHTU(ikaiio ocobu, ska Mae
JOCTYII Ha 33JIaHy TEPUTOPIIO.

Buxoasun 3 ocHoBHOi 3amaui CKVY]l MoxkHa 3pOo3yMiTH IO CHCTEMA
000B’SI3KOBO Ma€ MICTUTH B CO01 MEPETOPOJIKYIOU1 MPUCTPOI.

[leperopomxyBatodi mpucTpoi MOXYTh OyTu pi3Hi. Hampuknan s
BCTAHOBJICHHSI Ha JIBEP1 MOXKE OYTH - €JIEKTpOMEXaHIyHa KJISIMKa, €JIEKTPOMAarHiTHI
3aMKH, JIeKTPOMEXaHIYHI 3aMKH TOIO. A JUIsi BCTAHOBJICHHS Ha MPOXOAax/Mpoizaax
— TYPHIKETH, IITF030B1 KaOiHW, aBTOMATHYHI JOPOKHI Oap'epu, BOpOTa 1 IMIIarOayMu.
B manomy mpoekTi ik pa3 BUKOPUCTOBYEThCS OCTaHHIN — MIjTaroayM.

OCHOBHI TUIIM BHKOHAaHHA 1AeHTU(]IKATOpa SKUN CIY>KUTh JUIsl BU3HAUYEHHS
npaB ( «igeHTHdiKalii») BIaCHUKA - KapTka, Openok, MiTka. B maHiii poboti Oyxe
BUKOPHCTOBYBAaTUCh HE 30BCIM KJIIACHYHHN ieHTU(DIKATOp — JAepKaBHUN HOMEPHHMA
3HAK TPAHCIIOPTHOTO 3ac00y.

['onoBHMMH TIepeBaraMu aBTOMATH3allii BIAKPUBaHHS BOPIT € BHCOKA
MIBUKICTh Olepallii, Oe3rmeka, MOXJIHMBICTh IOBHOI[IHHOTO KOHTPOJIIO JIaHUX,
YHIBEPCAIBHICTh, MOXJIUBICTh BEJIEHHS OOJIKY, MPOCTOTA, 3pyUYHICTh 1 JOCTYIHICTb.

["0s10BHI HEMOJIKK: HEOOX1AHICTh MPUA0AHHS TOAATKOBUX KOHTPOJIEPIB.
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2 TEXHIYHI ACHEKTH CTBOPEHHS TA PEAJII3AIIII
EJJEKTPOHHOI CUCTEMM KEPYBAHHS 3ACOBAMU JOCTYIY
10 OB'EKTA

2.1 KoMmnoHeHTH CMCTeMH KOHTPOJIIO 10CTYILY

KommnonenTu cucreMu KOHTPOJIIO AOCTYITY BKIIOYAIOTb:

o [lanens ynpaBmiHHS TOCTYHOM (TaKOX BijoMa SIK KOHTPOJIEP);

e BxXia 3 KOHTpOJEM JOCTyMy, TaKUil SK JIBEepi, TypHIKET, MapKiHT, JiT
a0 1HIMH G13uaHmA 60ap’ep;

e 3unTyBay BCTaHOBJIEHUU OuIA BXoAy. (Y BUIAAKax, KOJIM BUXIA TaKOXK
KOHTPOJIOETHCA, ApyTHid 3YUTyBaud  BHUKOPUCTOBYEThCS ~ Ha
MPOTUIICKHOMY 00111 BXOY.);

e AmapaTHi 3acoO0M OJIOKYBaHHS, Takl K €JIEKTPUYHI 3aMKU JBEpeu Ta
€JICKTPOMArHiTHI 3aMKH;

e MarniTHU IepeMUKay ABEPEH N1 KOHTPOJIIO MOJIOKEHHS JIBEPEH;

e [lpuctpoi 13 3anutom Ha Buxig (RTE) nns Buxoxy. Konau HatuckaeTbes
kHorka RTE abo nerekTop pyxy BHUSBISE€ PyX Y JBEpSX, CUTHAII3ALlIS
JIBepell TUMYAaCOBO ITHOPYEThCS MiJl Yac BIAKpUBaHHS ABepei. Buxiz i3
aBepeil 0e3 eIeKTPUYHOro po30JIOKYBaHHS JABEpEed Ha3MBA€ThCA
MEXaHIYHUM BUIBHUM BUXOA0M. lle BaxnuBa ¢yHKIis Oe3neku. Y
BUIIAJIKaX, KOJIM 3aMOK TIOBHHEH OYyTH €NEKTPUYHO PO30JIOKOBAHMIA TIPU

BUXO/I1, MPUCTPIH 13 32U TOM Ha BUXI1] TAKOX BiAMHUKAE ABepi [9].

2.2 Tomosorisi KOHTPOJIIO JOCTYILY

PimeHHs 11010 KOHTPOJIO JOCTYNy MPUHAMAIOTHCA LUISIXOM MOPIBHSIHHS
OOJIIKOBHX JIaHHUX 31 CIIHUCKOM KOHTpPOJItO aocTymy. Lleil momryk Mo>kHa BUKOHATH
XOCTOM ab0 cepBepOM, MaHEUII0 KepyBaHHs JOCTYyNoM a0o 3uuTyBaueM. PO3BUTOK

CUCTEM KOHTPOJIIO JOCTYyIy CIOCTEpIraB MOCTIMHMM TOIITOBX TMOIIYKY BiA
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LEHTPaJIbHOIO By3Jda J0 Kpar cUcTeMu a00 3uuTyBayda. JJOMIHYIOUOIO TOIOJIOTIEO
om3bko 2009 poky € KOHIIEHTPATOp, Ha SKOMY B SIKOCT1 KOHIIGHTpaTopa BUCTYyIIaja
naHeJNb YIPaBIiHHA, a 3YUTyBayl - cruili. OyHKII] NOLIYKY Ta YIpaBIiHHS 3/1HCHIOE
naHesnb ynpaiaiHHg. COulll COUIKYIOTRCA Yepe3 MOCII0BHUHN 3B 30K; 3a3BrU4ail RS-
485. Jlesiki BUpOOHUKH BHUCYBAIOTh PILICHHS J0 KParo, PO3MILLyIOYH KOHTpoJep O
nsepeil. Koutponepu marots [P-agpecy , 1 BOHM MIIKITIOYAIOTHCS O XOCTa Ta 0a3u

JTAHUX 3a JIOTIOMOT'OI0 CTaHJIAPTHUX MEPEXK.

2.3 Tunu ynravis
34nTyBayi KOHTPOJIIO TOCTYIy MOKHA Kjacu(iKyBaTH 3a (PyHKI[ISIMU, K1 BOHU

MOXYTb BUKOHYBATH:

e OcHOBHI (HEIHTEJIEKTyaJIbHI1) MPUCTPOI 3UUTYBAHHS: MPOCTO MIPOUUTANTE
HoMmep kapTku abo PIN-kox 1 mepenutiTe iX Ha MaHedb yHpaBIiHHA. Y
pa3i  OloMeTpuuyHOi  imeHTU(diKaIi Takli 34YUTyBaul  BUBOJSTH
iIeHTU(IKAIIHHUN HOMEp KOpHCTyBaya. SIK MpaBUiio, MTPOTOKOI
Wiegand BHKOpHUCTOBYETHCS IJIsi Tepefadyl JaHUX Ha  IaHeIb
yOpaBIiHHS, ane 1Hmi Bapiantu, Taki sk RS-232, RS-485 Ta Clock /
Data, ne € pizgkictio. Lle HalimomyasipHIIINI TUIT 3UUTYBa4diB KOHTPOJIIO
nocryny. Ilpuknanamu takux 3uutyBaudiB € RF Tiny Big RFLOGICS,
ProxPoint Big HID ta P300 Bix Farpointe Data [10];

e HamiBiHTeneKTyalbHl 34MTyBaul: MalTh YCI BXOJIM Ta BHUXOAM,
HEOOX1H1 I YNpaBJIiHHSA JABEPHUM OOJIaJIHAHHSAM (3aMOK, KOHTaKT
JBEpEid, KHOMKA BUXOJY), aji¢ HEe MPUHUMAIOTh KOJHHUX PIIICHb IOAO
noctymy. Komm kopuctyBad mpenctaBiisie KapTky ado BBoauTh PIN-kox,
34UUTyBa4 Hajcwiae iHQOpPMaIil0 Ha FOJIOBHUN KOHTPOJEP 1 YeKae Ha ii
BIIMOBIAL. SIKIIO 3'€THAHHS 3 OCHOBHMM KOHTPOJIEPOM IIepEpPBaHO, TaKi
MPUCTPOi 3UUTYBAaHHS TEPECTAIOTh MPAaIOBAaTH a00 (PYHKIIOHYIOTH Y
MOTIPIICHOMY peXuMi. 3a3BUuYail  HaIIBIHTEJIEKTYyallbHI 3YMTyBaul

MIIKIIOYA0TBCS 10 TaHEeNl yhOpaBliHHS dYepe3 MHHY RS-485
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IIpuknamamu Ttakux 3untyBauiB € InfoProx Lite IPL200 Bimx CEM
Systems Ta AP-510 Big Apollo;

e [HTENeKTyalbHI 3U4UTyBayl: MalOTh YC1 BXOJU Ta BUXOJM, HEOOXIIHI JIs
YOpaBIiHHSA JBEPHUM OOJIQAHAHHSM, BOHHU TaKOXX MalOTh IMaM'dTh 1
00pOoOHY MOTYKHICTh, HEOOXIIHY ISl CAMOCTIHHOTO TIPUUHATTS PIllICHb
110710 AOCTyMy. SIK 1 HamiBIHTENEKTyallbH1 3YUTYyBayi, BOHU IiJIKJIIOYEH]
70 TaHesl ympaBmiHHSA uepe3 muHy RS-485. Ilanens ymnpaBiaiHHS
HAJICUJIa€ OHOBJICHHs KOHQIryparii Ta OTpUMY€ TOAll 3 MPUCTPOIB
3unTyBaHHs. [Ipukinagamu Takux 34dTyBadiB MOXyTh OyTu InfoProx
[PO200 Bim CEM Systems ta AP-500 Big Apollo. IcHye Takoxx HOBe
MOKOJIIHHSL ~ IHTEJEeKTyaJbHUX 3YMTyBadiB, SKAX Ha3uBawTh "

3untyBadamu [P ". Cucremu 3 mpuctposmu s 3uutyBaHHd [P 3a3Buyait
HE MaloTh TPAAMIIIAHUX T[aHeJeH YIpaBlIiHHS, 1 BOHHM 3B’SI3YIOTHCS
6e3nocepennno 3 [1K, skuii BUKOHY€E poJib XOCTa.

Jleski 3uMTyBadli MOXYTh MaTH Ao0JaTkoBl PyHKii, Taki sk PK-mucrneit ta

GyHKIIOHATBHI KHOIKHM I 300py JaHuX (HampuKIaj, MOJli TOJWH / BUXOMY IS

3BITIB MPO BIJIBIyBaHICTh), Kamepa / auHamik / MikpodoH mis nomModoHa Ta

MIITPUMKA YUTAHHS / 3aIIUCY CMapT-KapT.

2.4 TomoJorii cHCTEMH KOHTPOJIIO JOCTYILY

1. Cepiiini konTposepu. Kontposepu miakitodeni g0 rojgosHoro ITK uepes
MOCJIIIOBHY JIiHIIO 3B's13Ky RS-485 (ab0 uepes ctpym ctpymy 20 MA B IEIKUX CTapux
cuctemax). [loTpiOHO BCTaHOBUTH 30BHINIHI MepeTBoproBaul RS-232/485 ab6o
BHyTpimHI kKaptu RS-485, ockinbku cranmaptHi [IK He MaroTh moptiB 3B's3Ky RS-

485.

[IepeBaru:

e Cranmapt RS-485 n03Bossie MPOBOAUTH JIOBI1 MPOKIAAKKA KaOEIo J10

1200 m (4000 ¢yTin);
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e BigHOCHO KOpPOTKUH Yac BIATyKy. MakcumanbHa KiIbKICTh IPUCTPOIB HA
mHil RS-485 obOmexxkena mo 32, mio o3Hayae, MO XOCT MOXKE YacTO
3alUTyBaTH OHOBJICHHS CTaHY BiJ KOXKHOTO MPHUCTPOIO Ta BiIoOpaskaTu
noJiii Maii’e B peajlbHOMY 4aci;

e Bucoka HamiiiHiCTh Ta 0Oe€3Meka, OCKUIBKM JIiHIA 3B'SI3KYy HE
BUKOPHUCTOBYETHCA CIIIBHO 3 IHITUMH CUCTEMaMHU.

Henomiku:

e RS-485 He jomyckae TPOBOJAKM THUMY  «3IpKay, SKIIO HE
BUKOPHCTOBYIOTHCS CILTITEPH;

e RS-485 He myxe MOXOAUTh A TEpenadl BETUKUX OOCATIB JaHUX
(toOto KoHIryparii Ta KOpUCTyBauiB). MakcUMaJIbHO MOXJIMBA
MPOITYCKHA 37aTHICTh CTAaHOBUTH 115,2 kOIT / ¢, ajile B OUIBIIOCTI CUCTEM
BOHA 3HIDKEHA 10 56,2 KOIT / ¢ a00 MeHIIIe, o0 MiABUIITATH HAIIHHICTD,

e RS-485 w©e pgo3Bomsie xoct-I1IK  B3aemomisitu 3 AeKLJIbKOMAa
KOHTpOJIEpaMH, MIAKIIOYEHUMH 10 OJHOTO MOPTYy ofgHouyacHo. Tomy y
BEJIMKUX  CHCTeMax Iepenada KoHirypamii Ta  KOpPUCTyBadyiB
KOHTpOJIEpaM MOK€ TPHUBATH AyXe JOBro, 3aBaKaroud HOPMAaJbHIN
po0oTI;

e KoHTponepu He MOXKYTh 1HIIIIOBATH 3B’ SI30K Y BUMAIKy TPUBOTH. XOCT-
IIK nie sik Bemyunii Ha JiHiT 3B's13ky RS-485, 1 KoHTpONIEpam 10BOAUTHCS
YeKaTH, IOKU BOHU OMUTYIOTHCS;

e (CreuianabHi MOCTIIOBHI KOMYTAaTOpU MOTPIOHI ISl TOTO, 1100 CTBOPUTH
HAJJIMIIKOBY HAacTporKy xocT-11K;

e [loTpibHO BcTaHoBUTH oOKpemi uiHii RS-485 3amicte Toro, mo6
BUKOPHCTOBYBATH BXKE ICHYIOUY MEpEXEBY 1HOPACTPYKTYPY;

o Kabenb, mo Biamosimae crtanmaptam RS-485, 3Hauno popoxuuii 3a
3BUYaHUN MepexxeBuii kabenbs UTP kateropii 5;

e Pobora cuctemu cuibHO 3anexuth Bij roioHoro [1K. ¥V pasi Buxoxay 3

naxy rosnoBHoro IIK mopii 3 KOHTpoJIepiB HE OTPUMYIOTHCSA, 1 QYHKIIIT,
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[0 BUMararTh B3a€EMOJIII M) KOHTpoJiepaMH (TOOTO aHTHU-3BOPOTHUMN

3B'SI30K), IEPECTAIOTh MPAIIOBATH;

CucTreMa KOHTPOJIIO J0CTYNMY 3 BUKOPHUCTAHHSAM MOCJiJOBHOIO IOJIOBHOTO
Ta CyOKOHTPOJIEpiB.

2. CepiitHuii TOJOBHUIN Ta MiAKOHTpoJiep. Bes nBepHa QypHITYpa MigKIIOYeHa
0 CYOKOHTpoJiepiB (BOHM 3K JBEpHI KOHTposiepu abo jABepHi 1HTepdercn).
CyOKkoHTpOnepu 3a3BUYail HE NPUWMAIOTh PIMICHHS MPO JOCTYI, a HATOMICTh
NIEPEeCUIalOTh BC1 3aUTH OCHOBHUM KOHTpoJjepaM. OCHOBHI KOHTPOJIEPH 3a3BUYAN

MIATPUMYIOTE BiJl 16 110 32 CyOKOHTpOJIEPIB.

ITepesaru:

e PoOoue HaBaHTaxeHHs Ha XocT-IIK 3HauHO 3MeEHIIyeThCSA, OCKUIBKU
oMy TIOTpIOHO JUINE CHIIKYBaTUCA 3 KUIbKOMAa OCHOBHUMH
KOHTpOJIEpaMU;

e 3arajibHa BapTICTh CUCTEMM HWX4Ya, OCKUIBKA CYOKOHTPOJIEPH - L€, SIK
MPaBUJIO, TPOCTI Ta HEJOPOT1 MPUCTPOT;

e VYci HII IEpeBary, nepesivyeHi B nepuomy ad3aili, 3aCTOCOBYIOThCS.

Henomiku:

e Po0Gorta cucteMu CHUIBHO 3aJIEKUThH BiJi OCHOBHMX KOHTpOJEpIB. Y pasi
BUXOJY 3 Jaay OIHOTO 3 OCHOBHUX KOHTPOJIEpIB TOAIl 3 HOro
CyOKOHTpOJIEPIB HE OTPUMYIOThCS, 1 QYHKIII1, III0 BUMAraroTh B3a€MO/I1i
MK CyOKOHTpoJiepaMu (TOOTO aHTHIPOIYCKHA 3/IaTHICTD), TIEPECTAIOTh
MpaIloBaTH;

e Jleski mMojeni CyOKOHTPOJIEPIB (SIK MPABWIO, 3 MEHIIOK BapTICTIO) HE
MaloTh Mam’STi Ta 0OPOOHOI MOTY>KHOCTI JJII CAMOCTIMHOTO TIPUIHATTS

plIEHb 1010 JOCTYIY. SIKIIO OCHOBHUM KOHTPOJIEP BUXOAMTH 3 Jaidy,
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CyOKOHTpOJIEpU NEPEXOAATh y JIETPaIOBaHUN PEXKUM, B IKOMY ABEp1 a00
MOBHICTIO 3a0JI0KOBaHi, a00 po30JIOKOBaHI, 1 JKOJHUX TOMAIM HE
peectpyerbes.  Takux ~ CyOKOHTpOJiepiB  CIiJy  yHMKaTH  abo
BUKOPUCTOBYBATH iX JUIIE B pailoHaX, sIKI HE MOTPEOYIOTh BHCOKOI
Oe3IeKH;

e OCHOBHI KOHTPOJIEPH, SIK MPaBWIO, JAOPOTi, TOMYy Taka TOIOJOTiS HE
y’Ke MIIXOAUTh JJIsi CUCTEM 3 JIeKIIbKOMa BiJIJIaJICHUMH MICISIMU, SIKi
MalOTh JIMIIE KUJIbKA JIBEPEH;

e VYci iHII Henodiky, noB's3ani 3 RS-485, nepeniueni B nepuomy ad3aiii,

3aCTOCOBYIOTLCA.

CucremMa KOHTPOJIIO AOCTYNYy 3a [J0NOMOIOI0 MOCJIiI0OBHOI0 T0JOBHOIO
KOHTPOJIePa Ta IHTEJIEKTYAJbHHUX 3YNTYyBaviB

3. CepiitHi OCHOBHI KOHTpOJIEpU Ta IHTENCKTyaslbHI 3unTyBadl. Bcs nBepHa
bypHiTYypa  MmAKIIOYAETbCS  Oe3mocepeaHbO  JI0  IHTENEKTyallbHHMX  abo
HaIIBIHTEJEKTYAJIbHUX 34MTyBayiB. UuTadi, sIK MpaBUJIO, HE MPUHAMAIOTh PIILICHHS
PO JIOCTYI, a MEPECUIalOTh BCl 3alMTH HA TOJOBHUN KOHTpojep. TUIbKU SKIIO
OiAKIIOYEHHS /0 TOJOBHOTO  KOHTpojiepa Oyne  HEJOCTYNHHM, YWTadi
BUKOPHCTOBYBAaTUMYTh CBOIO BHYTPIIIHIO 0a3y MaHUX Uil IPUMHATTS PIllIEHb 1010
JOCTYIy Ta 3amucy mojid. HamiBiHTeNeKTyalbHUN 34MTyBay, KM HE Mae 0asu
JaHUX 1 He MoXe (QYHKIIOHyBaTU ©O€3 TOJIOBHOTO KOHTpoJiepa,  CJijl
BUKOPHCTOBYBATH JIMIIIE B pailoHax, siKi HE MOTPeOyIOTh BUCOKOTO PIBHS OE3IMEKH.
OCHOBHI KOHTpOJEPH 3a3BUYail MIATPUMYIOTH Biag 16 no 64 3uuryBauiB [11]. Vci

nepeBaru Ta HEJIOMIKU TakKl Xk, SIK 1 [IEPeNiueHl y APYyroMy MyHKTI.

CucreMu KOHTPOJIIO JOCTYILY 32 JONIOMOTI0OK0 MOC/IiIOBHMX KOHTPOJIEPiB Ta
cepBepiB TepMiHaJIiB

4. TlocnigoBHI KOHTpOJEpU 3 TEPMIHATLHUMHU cepBepamu. He3Bakarouu Ha
CTPIMKHIA PO3BUTOK 1 BCE O1IbIIE BUKOPUCTAHHS KOMI'IOTEPHUX MEPEX, BUPOOHUKH

KOHTPOJIO HJOCTYIIY 3aJIMIIAJINCA KOHCCPBATHBHUMH 1 HE MOCHIIIaIN MMpcaACTaBJIAITH
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IPOAYKTH 3 MIATPUMKOI Mepexi. Komm HaTuckaim Ha pIlIEHHS 3 MEpPEKEBHM
MIJKJIFOYEHHAM, 0arato XTo 00paB BapiaHT, III0 BUMArae MEHIINX 3yCUJIb: 10JJaBaHHs
TEPMIHAJTBLHOTO CepBEepa , MPUCTPOIO, SIKUM TEPETBOPIOE TOCTIAOBHI JdaHi s

nepenadi yepe3 LAN a6o WAN.

IlepeBaru:

e Jlo3BoJIsIE BUKOPUCTOBYBATU ICHYIOUY MEPEXKEBY 1HPPACTPYKTYypy IS
MIIKIIFOYCHHS OKPEMHUX CETMEHTIB CUCTEMU;

e 3abesreuye 3pyyHe pIlIEHHS Y BUMAJAKaX, KOJIH BCTAHOBJICHHS JiHII RS-
485 Oyno 6 ckiagHuM a00 HEMOKIIUBHM.

Henomiku:

e 30UIbIIYE CKIATHICTh CUCTEMHU;

e CrBOprOoE AOAATKOBY poOOTY JUIsi YCTAaHOBHHKIB: 3a3BHYail CepBepU
TepMIHAJIIB TOBMHHI OyTH HaJallITOBaHI CaMOCTIHO, a HE uepes
iHTepdeiic mporpaMHOro 3a0e3MeUYeHHs] KOHTPOJIIO JOCTYITY;

e [locniioBHUI 3B’S30K MIDXK KOHTPOJIEPOM Ta CEpPBEPOM TEpMiHAIIB
BUCTYIA€ K BY3bKE MICIIC: HaBITh SKIIO JaHi MK rojoBHuM IIK Ta
CepBEpOM TEPMIHAIB pyXaroThcs 31 mBHAKICTIO Mepexki 10/100/1000
MOiT / cek, BIH IIOBHHEH CIIOBUIBHUTHCS JIO IOCHIJOBHOI IIBUIKOCTI
112,5 x6iT / cex abo meHmie. Takox BUHUKAIOTh JI0JJATKOBI 3aTPUMKHU B
IIPOIIeCi MEPETBOPEHHS MK MOCIIJJOBHUMHU Ta MEPEKEBUMH JTAHUMH.

VYci mepeBaru Ta HeIOMIKH, TIOB's13aH1 3 RS-485, Takok 3aCTOCOBYIOTHCSI.

Cucrema KOHTPOJIIO JOCTYIY 32 JONOMOIOI0 OCHOBHMX KOHTPOJIepiB 3
NIATPUMKOI0 Mepe:Ki
5. MepexeBi 0CHOBHI KOHTposiepu. Tomosorisi Maiike Taka cama, sIK OIIMCaHO Y

JIPYyroMy Ta TpeTboMy ab3aiiax. 3aCTOCOBYIOTHCS T1 cami MEpeBaru Ta HEAOJIKH, alie
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BOYZIOBaHUM MepekeBUM 1HTEepdec NPONOHye KidbKa I[IHHUX YJIOCKOHAJEHb.
[lepenaua koHdirypaiii Ta JaHMX KOPHUCTyBada JO OCHOBHHUX KOHTPOJEPIB
BiIOYBAETHCS MIBHJIIE, 1 MOXKE 3JIACHIOBATUCS TapaienbHo. lle pobuth cucremy
OTBII YYTIWBOI 1 HE TMEPelIKOKae HOpMalbHIA poboTi. Jliga mocAarHeHHs
HaaMipHoro HanamrtyBaHHS XocT-IIK He motpibue cnemianbHe oOnajHaHHA: Y
BUMANKY BiAMOBH oOCHOBHOTO XOCT-IIK BTopmHHuii xoct-IIK wMoxke movaTu
ONUTYBaHHS MEPEKEBUX KOHTpoJepiB. TakoX yCyBalOThCS HEIONIKUA, BBEACHI

cepBepaMu TepMiHaJIIB (TepeniueHi B 4eTBepToMy ad3aili).

CucremMa KOHTPOJIIO 10CTYIY 3a 10noMOrorw IP-konrTposepis
6. IP-kouTponiepu . Kontponepu miaknrodeni go ronosaoro [1K gyepes Ethernet

LAN a6o WAN.

IlepeBaru:

e Icnyroua MepexeBa IHPPACTPYKTypa MOBHICTIO BUKOPUCTaHA, 1 HEMae
HEOOX1IHOCTI BCTAaHOBJIIOBATH HOBI JIIHII 3B'SI3KY;

e Hemae oOMexeHb 100 KUIBKOCTI KOHTposiepiB (K 32 Ha PAIOK y
Bunaakax RS-485);

e CrneniaiabHi 3HAHHS 100 BCTAHOBJIEHHS, MPUIMHEHHS, 3a3€MJICHHS Ta
yCyHeHHsI HecnipaBHocTel RS-485 He noTpioHi;

e 73B'I30K 3 KOHTpOJIEpAMH MOXE 3JIMCHIOBATHCS Ha IOBHIN IIBHIKOCTI
MEpexXi, M0 BAXKIUBO MPU TEepenayl BEIMKOl KIUTBKOCTI JaHux (6a3
JAaHUX 3 TUCAYAaMU KOPHUCTYBauiB, MOXJIHMBO, BKIIIOUAIOUH Ol0METpUYHI
3aIucH);

e VYV pa3i TpUBOTM KOHTPOJEPU MOXKYTh IHILIIOBATH MiJAKIIOYEHHS 0
rosioBHoro I1K. [g 31aTHICTE BaXKJ/IMBa y BEJIUKUX CHUCTEMaX, OCKIIbKU
BOHA CIIYXHUTh JJIi 3MEHILEHHS MEpPEXEBOro TpadiKy, CHPUYUHEHOTO
HEMOTPIOHUM ONTUTYBAHHSIM;

e (CrpoInye yCTaHOBKY CHCTEM, IO CKJIQJAIOTHCS 3 JCKUIBKOX IiISHOK,
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K1 PO3/iJeH] Ha BeNWKI BiAcTaHl. ba3oBoro mocuiaHHs Ha IHTEpHET
JOCTaTHBO ISl BCTAHOBJICHHS 3B’ SI3KY 3 BiJIJAJICHUMU MiCISIMU;

e JlocTynmHMN MUPOKHWA BHUOIp CTAHAAPTHOTO MEPEKEBOTO OOJaTHAHHS
Ui 3a0€3MEeUYEeHHs 3B 53Ky B PI3HHX CUTyallisiX (BOJOKOHHO-ONTHYHA,
oe3npotoBa, VPN, noasiitna mepexa, PoE)

Henomiku:

e (Cucrema cTae COPUUHSATIMBOIO 10 MPOOJIEM, TOB’SI3aHUX 3 MEPEXKEIO,
TaKUX SK 3aTPUMKH Yy BUMNAJAKY BEJIMKOro Tpadiky Ta HECHpaBHOCTI
MepexKeBOro o0JIaIHaHHS;

e Konrtponepu moctymy Ta poOoui CTaHIIT MOXYTh CTaTH JOCTYIMHUMU
XaKepaMm, SKIIO Mepeka OpraHizailii HeJoCTaTHhO 3axuiieHa. llio
3arpo3y MO>KHa YCYHYTH (DI3MYHUM BiIOKPEMJIEHHAM MEPEX1 KOHTPOJIIO
JOCTYyIy  Bil ~Mepexi opraHizamii. buiemicte  IP-koHTposiepis
BUKOPUCTOBYIOTh miatdopmy Linux abo BiacHI omepariiHi CUCTEMH,
00 YCKIAgHIOE 1X 3710M. TakoX BHUKOPUCTOBYETHCS TIajly3€Be
cTaHAapTHE MUGPYyBaHHS JaHUX;

e MakcumanbHa BIJCTaHb BiJ KOHIIEHTpaTopa abo TmepeMuKaya Ji0
KOHTpoJiepa (SKIIO0 BUKOPUCTOBYETHCS MITHUN Kabenb) ctaHoBUTH 100
meTpiB (330 ¢yTiB);

e PolOorta cucremu 3anexuts BiJ ronosHoro IIK. ¥V pasi Buxony 3 nmany
rosioBHoro IIK mopii 3 KOHTpoJiepiB HE OTPUMYIOThCA, 1 QYHKIIII, 110
BUMArarTh B3a€EMOJIIi MiX KOHTpoJiepamMu (TOOTO MPOTH 3BOPOTHOI
nepeaayi), mepecTaroTh npaioBaTtd. OgHAK NEsSKI KOHTPOJIEPU MAIOTh
napaMeTp OJHOPAHTOBOTO 3B'A3KY JJIsl TOTO, 100 3MEHIIIUTH 3aJI€XKHICTh

B11 rososHoro I1K.

CucremMa KOHTPOJIIO A0CTYITY 32 0onoMorow IP-3uuryBauis
7. 3untyBaui [P . 3uutyBaui miaxmrodeHi go ronoBHoro I1K udepes Ethernet

LAN a6o WAN.
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IlepeBaru Ta HenOJiKU KOHTpOJepiB [P CTOCYIOThCA 1 MPUCTPOIB 3UUTYBAHHS

IlepeBaru:

e binpmiicte 3untyBauiB [P migrpumytore PoE. Il dyskuis nos3Bossie
IOyXe JIerko 3a0e3redyBaTH >KMBJICHHS BlJ OaTapei BCIEI0 CHCTEMOIO,
BKJIFOYAIOUM 3aMKH Ta PI3HI TUNHA JETEKTOpiB  (SKIIO BOHHU
BUKOPHUCTOBYIOTHCS);

e 3uyptyBaui [P ycyBaroTh HEOOXIIHICTh Y KOpPIycaX KOHTPOJIEPIB;

e [Ipu BukopucranHi 3uuryBayiB [P He BuTpauaeTbcsi BUTpaueHa
NOTYXHICTh  (Hampukiaa, 4-nBepHuil KoHTposiep MaB Ou  25%
HEBUKOPHUCTAHOI MOTY>KHOCTI, IKOU KepyBaB JIUIIe 3-Ma JBEPUMA);

e Cucremu 3uutyBaHHs [P-agpec nerko macmTaOyloThCs: HEMae
HEO0OX1THOCT1 BCTAHOBJIFOBATH HOB1 OCHOBH1 200 CYOKOHTPOJIEPH;

e [lomunka omHoro 3uuTyBaua [P He BIUIMBae Ha IHINI 34YWTyBadl B
CUCTEMI.

Henomiku:

e Jlnsg BUKOPUCTAHHS B 30HaX IIJBUIICHOTO 3axucty [P-3unTyBayam
NMOTPiOH1 criemianibHl MOJYJII BBEICHHS / BUBEJICHHS, 00 BUKIIOUUTH
MOJKJIMBICTh IPOHUKHEHHSI Yepe3 JOCTYII 10 MIPOBOAKU OJOKYyBaHHS Ta /
abo Buxoxny. He Bci BupobHuku IP-3unTyBadiB MaroTh Taki MOZYJIi;

e byayun Oinbll BUTOHYEHMMHM, HIDXK ©0a30B1 34MTyBayi, 3uutyBayi [P
TaKOXX € OUIbII JOPOTMMH Ta YyTJIMBUMH, TOMY iX HE CIHiJ
BCTAHOBJIIOBAaTH Ha BIJKPUTOMY TIOBITpI B pailoHAX 13 CYBOPUMHU
MOTOJTHUMH YMOBaMHU a00 BHCOKOIO MMOBIPHICTIO BaHaJI3My, SKIIO 1€
CHeliaJIbHO HE TMPU3HAYEHO JJIsi 30BHIIIHBOI YycTaHOBKHU. Kinbka

BUPOOHMKIB POOJISATH TaKi MOJENI.
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BucHoBkHM 10 po3aiiy:

VY nanomy po3nili BU3HAUEHO Ta JOCIIIKEHO TEXHIYHI aClleKTH CTBOPEHHS Ta
peamizailii €JIeKTPOHHOI CHUCTeMH KepyBaHHS 3aco0aMM JOCTyNy JO 00'€KTa,
KOMIIOHEHTH CHCTEMH KOHTPOIIIO JOCTYITY, TOTOJIOTisSI KOHTPOIO AOCTYIY Ta THIH
YUTaYiB.

BusHnaueH1 icHyI0Y1 MiAXOAM 3aCTOCYBaHHS CUCTEMH KOHTPOJIIO 1 YIIPaBIIHHS
JOCTYTY:

e [neHTudikallis BiBIIyBayiB;
e ABTOoMaru3allis BIIKpUBAHHS BOPIT;
e OO0k BiABIAyBayiB;
e KoHTpoib 00’€eKTy;
e AHaJITHKA IOCTYITy 0 00’ €KTa.
[IpoBeneHo anani3 mepeBar Ta HEIOJMIKIB PI3HUX THUIIB KOHTPOJUIEPIB CUCTEM

YHOPaBIiHHSA JOCTYTIOM.
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3 TEXHIUYHI ACHEKTH EJIEKTPOHHOI CUCTEMUA
KEPYBAHHS 3ACOBAMMU JOCTYILY 1O OB'€EKTA

3.1 3aBaaHHS NPOEKTY

Ines mpoekty mossirae B TOMY II0O0 CTBOPUTH YHIBEpCaJbHY OIOIKETHY

€JIEKTPOHHY CUCTEMY KepyBaHHsI 3ac00aMM JIOCTYIy A0 00'€KTa.

OcHOBHE 3aBHaHHS — aBTOMATH3allis YMPaBIiHHS JOCTYIIOM Ha TEPUTOPIIO
KUTIIOBOTO KoMIuiekcy. CucTema BKIItoUae B cede:
e [nmeHTu(dikalis TPaHCHOPTHOTO 3aco0y NUISIXOM  PO3Mi3HaBaHHS
JePKABHOTO HOMEPHOTO 3HAKY;
¢ 3BipKa i71eHTHU(HIKOBAHOTO HOMEPHOTO 3HAKY 3 023010 TaHUX MEIIKAHI[IB
KUTJIIOBOTO KOMILICKCY;
e ABTOMAaTMYHE BIJAKPUTTS IUIaroaymy, SIKIIO HOMEpPHUN 3HaK € B 0asl
TaHHX.
JlogaTKoB1 3aBIaHHS:

e Benenns 6a3u BiBIyBayiB.

3.2 Po3poOka CTPyKTYpHOI CXeMH
CTpyKTypHa cxema elIeKTPOHHOI CUCTEMHU CKIIaIa€ThCs 3:
e Kamepa 3 BiJ€OpPEECTPATOPOM Y SIKOTO € MOMKIJIMBICTH TPAHCIIOBATH
BimeonoTik (abo IP xamepa);
o Komn’rotep (IIK, cepsep, Raspberry PI tomio) 3 miaxmouenum Arduino
yepes iHTepdetic USB;

e [Ilepemarau 433 MI 11 3 aMIUTITY THOIO MOJTYJISIIIELO.

SIKIIO  BUKOPHUCTOBYEThCS raspberry pi, To Arduino He mOTpiOHUH, Tak SK

MoxHa BukopuctoByBatu GPIO Raspberry PI.

besmpoBigamii nepenasay 433 MI'11 Mae OyTH 3 aMILTITYTHOO MOTYJISITIETO.
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KomneroTep BHCTyIIae B poJii OCHOBHOTO KOHTPOJUIEpY cuctemMu. Bin moTpioeH

TS IpuiioMy, 0OpoOKH Ta repeaBaHHIo 1HGOpMaIlii:

[IpuiioM BiZICOMOTOKY KaMepHu;

PosniHaBaHHSA HOMEPHHMX 3HAKIB TPAHCIIOPTHUX 3aCO0IB sKI XOYYTh

3aiXxaTu Ha TEPUPUTOPIIO KUTIOBOTO KOMILUICKCY;
3BipKa po3Mi3HAaHUX 3HAKIB 3 023010 TAaHHUX;

JloryBaHHs 4acy Ta HOMEPHOro 3HaKky T3 sKuil B’DKIKA€e Ha TEPUTOPIIO

XKK;

BianpaBnenHns curnanmy Ha KoHTpoJulep muarbaymy uepes GPIO

(Arduino) Ta mepenaBau 433 MI 1.

Kamepa

BineopeecTtpaTop 3
NOTOKOBUM MOBNEHHAM

Y

Komn'totep
(MK, cepeep
raspberry pi ToLo)

Bnok ynpaeniHHA

winarbaymom
A
i A A A
i YyY¥yvy
Arduino
MNepenasa (b0 iHwWwit NpUCTPif
443 MMy 3 GPIO)

Pucynok 3.1 — CtpykTypHa cxeMa eJIeKTPOHHOI CUCTEMU
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3.3 AJaropurmMu KOJXYBAHHSI PaiOKaAHATY

Curnanu paziokaHana MO SKOMY MEpEAaloThCsl JaHI MDK CHUTHAJI3ali€lo 1
KJIFOYEM TOIMIHUPIOIOThCS Ha BCl OOKM 1 3 IbOro OOMIH 1H(opMali€ro, MOXKHa
"mpociayxatu". B Mexax MicTa 3HAXOJATbCS OaraTo I1HIIMX CHUTHATI3AIIN sKl HE
NOBUHHI pearyBaTh Ha uyxuil nynsT. o6 3axuctutu kaHaim OOMIHY BiA
BUIMAJKOBOIO a00 HAaBMHUCHOTO BIUIMBY, CHUTHAJ OOMIHY MK KJIHOYOM 1 OJOKOM

CUTHAITI3AIIH KOY€EThCS.

JlaH1 Mo pajiiokaHa Ty MepeaaroTh Y BUTIISIAL OCTIA0BHOCTEH - nmakeTiB. KoxeH
NakeT CUTHAJIB MOXKHA YSBUTHU SIK KOMaHAy (Hampukian, "lloctaBuTu Ha 0XOpOHY 1

3akputu 3aMKu" a060 "3HATH 3 OXOPOHU 1 BIAKPUTHU 3aMKH").

[Tincymyemo, Ha K1 TUIHM TOAUISIOTHCS MOAI0H1 cuctemu. Ha choronHi y AeHb
aNropuT™MHU MK pyBaHHS pagio 0OMiHY JUIATHCS HA HACTYITHI OCHOBHI KaTeropii:
® CTaTUYHHUH KOJ
e JUHAMIYHHUU KO

® JI1aJIONOBHI KOJI

CraTnyHui Ko

Hadimepri  curHamizaiii 3 pamioKaHaJOM Majld CTaTUYHUN KOJ - KOXKHIN
KOMaH/[l BIANOBiAaB CBi KomaHmHuwii maker. @dopmar maketa BUOHUpaBCS
KOpPUCTyBadeM a00 MOHTa)XHHMKOM 3a JIOIIOMOTOIO TEPEMHUKAUiB BCEPEIMHI KJIHOYa,
abo 3aneBHs0 nepeMuyok. BapianTiB koay Oyio He 6araTo 1 CBOIM KIIFOYEM MOXKHA
OyJIO BIJKPUTH YY)y MAIIUHY SKIIO 30iragucs koau kKoMmaHl. CTaTUYHUN KO

Openka curHami3allii BCTAHOBIIIOEThCS TiepeMuukamu [12].

Take komyBaHHS He 3a0e3ledyBajo HaJEKHOTO 3aXMCTy, JOCHTb OyIo
3alycaTéd KOMaHay "3HITH 3 OXOPOHU", a MOTIM BIATBOPUTH ii 1 MAIIMHA 3HIMAETHCS 3

OXOPOHH $IK 3 pijiHOTO Openka. Tosi 1 3'sIBuIMCS nepiii KoArpadoepu mpu3HadeH1 st
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NepPEeXOIVIeHHS, AEKOAYBAaHHS 1 MOBTOPY KOJy, 100 3HSITH aBTOMOOLIb 3 OXOPOHU 3

MCTOIO BUKPAJICHH:.

Buan 4iniB MalTh CTATHYHHI KO | MPUEMHUM B NMYJbTAX YHPaBJIIHHS
CUTHAaJi3anin
Buan yinis:
e [6010] HT-6010, HT6014, SH-312E - 3-x ctatycHHi1 KOJ
e [H600] HT-600, HT-680, HT6187, HT6270, TT-13, IIK-10T - 3-x
CTaTyCHUU KOJI
e [5026] AX5026, CT5026 - 3-x cTaTyCHUM KOJI
e [5326] AX5326, AX5326S - 3-x cTaTyCHUI KOJI
e [2262] PT-2262, M3E, CT5062 - 3-x cTaTyCHHIA KOJI
e [8092] TT8092 - 3-x cTaTyCHHI KON
o [4134] MC41342, MC145026, SC41342 - 3-x ctaTyCHUH KOA
Ha mnpukmami uwimie HT6010, HT6012, HT6014 po3rasHeMo MNpUHIMUIT
koayBaHHs 3 12 (3-x craTycHuU# KoA) 1 0OMIHY MK IyJIbTOM 1 CUTHATI3aLlI€10.
Jlo ckmanmy cimeiictBa BXoauTh 3 Mikpocxemu kozaepiB (HT6010, HT6012,

HT6014) 1 Tpu mikpocxemu nekonepis (HT6030, HT6032, HT6034) [13].

Jlo ckmamy KOMOBOI TOCIHIIOBHOCTI, IO TEHEPYETHCA KOJEpaMU IbOTO
CIMEMCTBa, BXOJUTh MpeamMOyJia, 10 CUHXPOHI3Yye OIT 1 12-po3psiaHe mose aapecu /

JaHUX, JTOBKUHA TEPiOy OAHOTO OiTa JOPIBHIOE O-TH IMITYJIbCAM TaKTOBOi YAaCTOTH

(puc. 3.2).

= 12 611 *

— - CUHXpOHI3aLIR
1/6 nepiona Gita

I nepiog |
4+—— npeamByna (6617 —» =— nNepliog KOOQYBAHHA —Pd— KOQYBAHHMA —
agpecy ' OaHK X ’

Pucynok 3.2 — ckiaj KoJ0BO1 MOCHIOBHOCTI TeHepyeThes koaepamu ht6010, ht6012,
ht6014
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3HaueHHS aApecd 1 JMaHuX Ha IMX 4YilaX BCTAHOBIIOETHCS 3a JIOTIOMOTOIO
NepeMHKayiB, 30BHINIHBOI cxeMorw abo mporpamMHo. KokeH BHCHOBOK ajpecu /
JAHUX  KOJepa KOIYEThCS TpbOMa CTaHAMU: MMAKIIOYEHUH 10  MiHyca
CJICKTPOKUBJICHHS (JIOTIYHUM HYJIb), MIAKIIOUEHHM 10 TUTIOCA EJICKTPOKUBIICHHS

(JroriuHa OAMHMIIS), HE MIIKITIOYCHHH (He Mae 3'eqHanHs) - (puc. 3.3).

— MURIULIULIUHI

"Nor.1"

"Jor.0 "

" nyc.ro (1]

Eq—EirAnpeciﬂaHi —p

Pucynok 3.3 — -x craTtycHuMii KOJ, 1110 reHepyeTbes koaepamu ht6010, ht6012,

ht6014

Tumnosa cxema nigkimoueHHs kojaepa HT6012 npencrasnena Ha puc. 3.4, (AO-
A9) - Koaye anpecny nocuiky 3 10-tu 61T (mapoas gorymna) (D10-D11) - 2-a Gita
nanux, pesuctop (Rosc) - 3amae TakTOoBOIO WacToTy poOoTu yuna. Jlani 3 BUXOMY
(DOUT) nepenatoThecsi Ha BX1J MepeaBaya 3 aMIUIITyTHOIO MOAYJISIIEI0 SIKUM MOXe

mparroBat Ha yacToti 433 MI'11 a6o 310 MI'1t [14].
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Voo
2—o—1A0 vop {18 ?
L2021 poutfL
L2 o3a  osc2 mﬂ
112 o-Has  oscifl® =
L2 oS LED %
L2 o8as p11j2 3"
|12 o-Hae prof2__ "5 |4
-:2_0_8 A7 A9 ﬂ—o—g:'_.
f ANvss asfl—o2—1 +
7;7 Kogep HT6012

Pucynok 3.4 — TunoBa cxema miaxmoueHHs koaepa HT6012

Jlekosiepy TEpeBIpsOTh MNPUHHATY KOJIOBY IOCHIOBHICTh, 1H(OpMaliiiHa
yacThHA sIKOi ckiagaerses 3 12 Oit (N Oit agpecu 1 N OitT nanux). [puitaari gani
nepealoThCs /10 BIAMOBITHUX BUX1IHI 3aCYBKH TUIBKH SIKIIO KOMaH/1a OyJia JBa pa3u
NOCTIUIb TPaBWIBHO po3mUdpyBaTH 1 NpUMHATHIA aapeca (maposp) 30ircs 3
BCTAaHOBJICHUM B Jekojiepe. [Ipu mpaBuiapbHO NpUKAHATOI KOMaHAl Ha Buxomi VT
3'SIBJIIETHCS BUCOKUM piBEHb CUTHaNY. Jlekoaepu 11p0ro cimMericTBa MOXYyTh Matu 0, 2
1 4 BUXiTHUX 3aCyBOK JaHuX (BimmoBigHo, 12, 10 1 8 BxoxiB axpecu). Ha mamonky 4
MOKa3aHa TUIIOBa cxeMa BKiIroueHHs Jekoqepa HT6032 indopmarliiiiHa yacTuHa SKO1

ckiamaeThes 3 12 6it (10 61T ampecu 1 2 6ith ganux) [15].
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Pucynok 3.5 — Tunosa cxema miakiaroueHHs ngexoaepa HT6032

JInHaMidYHU# KO

[3 3pocTaHHSIM MOMUTY HAa OXOPOHHI CUCTEMH aBTOMOOUIIB 1 BHOPSAKYBaHHS
4acTOTH pajiokaHainy Ha 433.92 Mri, BUpOOHUKH CUTHAMI3aI[iil Mepeliuii Ha HOBHA
BUJ] KOJyBaHHsI, OCh TOJ 1 3'IBUJIOCS] MMOHATTS JUHAMIYHUNA Koa. JlaHuii BapiaHT mMae
Ha yBa3l Te, 110 MPU KO>)KHOMY HAaTHUCKaHHI Ha KHOIKY Openka B e]ip HaJACUIAETHCS
yHIKaJIbHUM KOJ KOMaHAM, HMOBIPHICTHh IOBTOPEHHS SKOTO Iyke Maina. Temep
3alMcaHy B Mam'siTi Tpab0epa MOCUIIKy MOHa OyJI0 IPOCTO BUKUHYTH, aJKe OJIOK
CUTHaJI3allli BXK€ 3 HEIO BIJMPAIIOBAaB 1 BUKUHYB 31 CIIUCKY MPAaBWIbHUX MAaKETIB. Y
pasi SKIIOo Koy Oy HE BEJIMKHMH 3a KUIBKICTIO OITIB B KOMaH/, I1I€ MOKHa OyJI0o
KOPHUCTYBATHUCSI METOJOM MMi00pY KOJIB 3a JOMOMOTOK CKaHepa, aje Ii BUITJIKH
OynuM OJMHMYHWMH, 1 TPUBAJIO II€ HE JOBrO, 3'IBUBCS PEBOJIOIINHUN METON

koyBaHHs 111 Ha3Boro KEELOQ.
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KEELOQ

Y 80-x pokax B adpukancekiii kommanii NANOTEQ, mo 3aiimaeTscs
NUTaHHAMU 1HGOpMaIlIiHHOI Oe31eku, Oysia po3podsieHa CUucTeMa alrOPUTMIB 3aXUCTY
nig HasBoro KEELOQ (wacto me komyBanHs BUpOOHMKH BKasyrTh sk CODE
HOPPING). ¥V 1995 pomi dipma MICROCHIP npunb6amna signiienus Keeloq y

dbipmu Nanoteq pazom 3 JireH31HHUMH TipaBaMu [16].

MICROCHIP po3poOuB HOBMI psAJ KOMIIAKTHHUX MIKPOCXEM KOJEpOB 1

JIekojepiB  Ha ocHoBl anroputmy Keeloq 3 nauHamiyHuM — (CTpUOarOUUM)
KozoM. Hu3bka BapTICTh 1 BUCOKMH CTYMiHb 3aXHUCTYy, @ TAKOX MIHIATIOPHI PO3MIpH
3pOoOIIH PEBOJIIONIIO B IHIYCTPii aBTOMOOLTFHUX CUTHANI3aIH. [lyxke 6arato cuctem
1 3apa3 BUKOPUCTOBYIOTh B MYJIbTaX CUTHaMI3alliil ToToBi kojepu, Taki sk HCS200,

HCS300, HCS301, HCS320 [17].

Tabmunsg 3.1 — anroput™ Keeloq

Konepu Konosa «Ctpubarounii | Komose OyHKITIH Hanpyra
Microchip | mocuiika KO OIT 3€pHO OIT JKUBJICHHS,
01T B

HCS101 66 - - 7 3,5-133
HCS200 66 32 32 7 3,5-13,0
HCS201 66 32 32 7 3,5-13,0
HCS300 66 32 32 15 2,0-6,3
HCS301 66 32 32 15 3,5-13,0
HCS320 66 32 32 15 3,5-13,0

B ocHOBy airopuTmy MOKJIaJ€HO TCEBIOBUMAAKOBUM "CTpuOyumit" Ko, Tak
10 HIXTO, KpiM "cBoro" mpuiiMaua, He MOXe Mepea0aunuTH, IKUH KO/ MMOBUHEH OyTH
nepefaHuii B HacTynmHuid  pas. "CTpuOku" KOJ TEHEpYeTbCS KOIEpOM  3a
JIIEH30BaHUM aJITOPUTMYy Ha OCHOBI 64-0iTHOrO Koy "kitoua mudpyBaHHsa", 28-

O1THOTO CepiiHOro HOMepa 1 16-61THOTO JMUMIbHIUKA CHHXPOHI3AIII].
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Posrnsaemo peranpHile peanizaiito anroputMmy Keeloq Ha OCHOBI KoJiepoB
cimerictBa HCS komnanii MICROCHIP.

[lepmr HI>K BUKOPUCTOBYBATH MIKpOUII B MyJIbTaX CHUTHaJI3alllii BiH MOBUHEH
OyTH 3amporpaMOBaHUl BUPOOHUKOM CHUTHaJI3aIlli B Mpoleci BUPOOHUIITBA. Bes
3amporpaMmoBaHa iHpopmariii 30epiraetecs y BMoHTOBaHOMY EEPROM (He3anexHa
nam'siTh), 1 1e:

o 16-0iTOBe 3HaUEHHS CI0Ba KOHQIrypallii (BU3HAYAE PEKUM POOOTH KOAEpA);

o 28-OiTHHI cepiiiHMII HOMEp, KU MOBUHEH OYyTH YHIKAJbHUM AJISI KOXKHOTO
Ko/Iepa;

o 04-x OITHMI YHIKQJbHUM KIIOU MMEGPYBaHHS, SIKMM 3reHEpPOBAHUN IMiJT 4ac
BUTOTOBJICHHS (KJTI0Y MU(PYyBaHHS T€HEPYETHCS MO HENHIHHOMY 3aKOHY 3 28-
01THOTO cepiiHOro0 HOMepa 1 64-X OITHOTO KJIl0ua BUPOOHHUKA);

o 16-0iTOBe 3HAUCHHS JTIYMIbHUKA CHHXPOHI3AITI1
[Ipu HaTHCcKaHHI OYy/b-sIKOT KHOIIKU IyJIbTa, KOJEP YUTAE KHOMKY 1 MOAU]IKYE

JYUIBLHUK CUHXpOHI3amii. [loTiM 3HaYeHHS TYMIbHUKA CHHXPOHI3allii 00'€ THYEThCS
3 KIIF0YeM Mu(pyBaHHs B aIropuT™Mi MHUQpPyBaHHS, 1 B pe3yJbTaTi BUXOAUTH 32-0iT
3ammdpoBanoi iHGopmarii. [{i gaH1 3MIHIOIOTBCSI KOXXHOTO pa3y IICis HaTUCKaHHS
KHOIIKM, TOMY IIl YacTHHA KOJOBOi KOMOIHAIii Ha3WBAETHCS JTUHAMIYHUM
koaoM. [IpuiiMaui 1 mepenaBaui Keeloq mnpaiooTh B HOCHIZOBHOMY KOII 3
MOCUJIKOIO JIOBXKMHOIO 66 01T (puc.3.6), 1m0 CKIagaeThess 3 KOJoBaHOi '"cTpubae"
yactuHu B 32 Oita, 28 OiT cepiitHoro Homepa, 4 OIiT KopucTyBaya (CTaH KHOMOK), 1

OiTa 1HaUKaIli po3psaay 6arapeii 1 pikcoBanoro 6ita (6iT moBTOpy) [18].

(34 6ita ) ©ikcoBaHMA KOO { 32 6ita ) "Crpmeaoywii kog"
@ukco- | CraTtye Cratyc KHOMNOK Coni men CraTyC KHOMOK | [UCKpUMEHT CueTuUMK
BaHWi | Vec 4-G1Ta S MHETH hoMee 4-BiTa : CHMXPOH i 3aL11
; ; { 2B-61T1) (12617) (16 6i
1-6it | 1-6it | S2[S1]S0]83 s2[s1[so[s3 iT)
Msh 66 61T naHnx Lsb

Pucynoxk 3.6 — Keeloq B mocniioBHOMY KOJ1 3 MOCUJIKOO JTIOBXXHHOIO 66 O1T


https://www.msvmaster.lv/images/signalizacii/keeloq_1.jpg
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B edipi maker Keeloq po3ainenuit Ha ymoBHY ckiafgoBy TE (basoBa TakToBa
TPUBAIICTH) 1 ckiagaeThes 3 [IpeamOynu (Tp), Xenepa (Th), Hanux (Thop + Tfix) 1
[May3u (Tg) (puc.3.7) ¥V pizHux Openkax 3 pI3HMM pIBHEM 3apsay OaTapeiku
TpuBaicTh TE Moke Bipi3HATHCS 1 32 crienudikaliero ckianaty Big 260 mkc 1o 660

MKC, aJIe B MeXax OJIHOTO makeTa TpuBaiictb TE BiAHOCHO cTabinbHa.

TP TH THOP . TFIX L -
I
W '
23 Te 10 Tod les0 Teo!

Pucynok 3.7 — ITaker Keeloq B edipi

[Tepenaua makera Keeloq kogepom HCS ... B epip mounHaeTscs 3 mpeamOyiu 1
BoHa ckiagaeTbesi 3 23-x TE Akl 4epryroTbCs BHCOKMM 1  HHU3BKHM
piBaeM. [IpeamOyna motpiOHa nmst "po3roviayBanHsa" npuiiMada 1 HacTpoiiku TE st
nekonepa. Hani #ne Xemep tpuBamictio 10 TE Husbkoro piBHs. 3a xenep Wue
nepenava nanux. Jlani ckiaaaroTbes 3 66 iHGopMaliiiHuX 01T, KOKEH 01T Mae mepioj
tpuBamicTio 3-u TE (Puc.3.8)

TE +TE L TE ,
| ]
1 ; JTorraani' 0

I I

! Toriammi'1’

I
I ' [} I
jMepiog BiTa |
[ TBP I
-ﬂ—h-l

Pucynok 3.8 — Ilepenaua Oita nanux Keeloq

Ha puc.3.8 BugHO, 1110 JOTIYHA OJUHMUII CKJIaAaeTbes 3 ogHoro TE Bucokoro
piBHs 1 1BoX TE HM3bKOTrO piBHS, JIOTIUHUNA HYJb CKIaAaeTbes 3 ABoX TE Bucokoro
piBas 1 ogHoro TE Husbkoro piBHs. Tpeba 3ayBakuTH, 10 AaHi IEpeaar0OThCs B edip
B mostoamoro Oaita (LSb) mo crapmoro (MSb) (puc.3.6). Ilicns mepenadi JaHux
e maysa gosroi 39 TI 1 gKkmo KHOMKa yTPUMYEThCS MICHA TMAay3d CHOTO Mife

yeprosa mpeamoyra.


https://www.msvmaster.lv/images/signalizacii/keeloq_2.jpg
https://www.msvmaster.lv/images/signalizacii/keeloq_3.jpg
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Tumnosa cxema migkmoueHHs: kogepa HCS2XX - HCS3XX mnpexacrasieHa Ha

puc. 3.9 pakTUUHO 11e cXeMa YOTUPHOX KHOMKOBOTO MyJIbTa CUTHATI3allii.
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Pucynok 3.9 — Cxema migkmrouenas HCS200 HCS300 Microchip

Jexoxepu Microchip 3a texnoJioriero Keeloq

Hexonepu Keeloq mpusnaueni aiis aemedpariii KoMaH HAIXOIATh Bl Koaepa
Mo KaHally 3B's3Ky. [licass mepeBipkdM MOPUHHATOIO B KOJOBOI IMOCHIJOBHOCTI
cepiiHoro HomMmepa 1 "crpubarodyoro koay'", HeKoAep Ha MiJcTaBl (yHKIIIOHATHHOTO
KOJly aKTHUBI3y€ BHIXOAMW BIAMOBIMHI BXOJIB KHOMOK B Kojaepe. Buxomm OymyTh
YTPUMYBATHCS B aKTHBHOMY CTaHi JIO THX ITip, TOKA HATHCHYTa KHOIKA Ha Kojaepe. Y
TaONHIIl TPEACTaBICHI KOPOTKI Xapaktepuctuku koaepepoB HCS500, HCS512,

HCS515 1 3 skumu KoiepaMu BOHU TIPAIIOTH [19].


https://www.msvmaster.lv/images/signalizacii/keeloq_4.jpg
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Ta6mung 3.2 — Jlekongepu Microchip 3a Texnosoriero Keeloq

[Mpuctpi | Konosa | KinbkicTs [arepdeit | @ynkui | Hanpyra | Tunum
i MOCWJIK | MATPUMYBaH | C 3B’SI3KY | i KHUBJICHH | MIATpUMYBaH
a OiT UX 1, B 1504 KOJIEPiB
nepeaaBavinB HCSXXX

HCS500 | 67 7 SPI 15 4,5-5,5 200, 300, 301,
360,410

HCS512 | 67 4 - 15 3,0-6,0 | 200, 300, 301,
360, 361

HCS515 | 67 7 SPI 15 4,5-5,5 1200, 201, 300,
301, 320, 360,
361, 362, 365,
370, 410, 412,
473

JIyisi BUKOHAHHST KOMaHJ JIEKOJI0OPOB, oMy HeoOXxigHO Bkazatu 28/32-0iTHui

cepiiHui HOMep 1 64-0ITHMIM CEKpPETHUM KIIF0Y KOJAEpa, a TAaKOXK OJHIEI0 3 YMOB €
CUHXpOHI3ariss 3 koaepoM. Y nekomepax Keeloq BHKOpHCTOBYETHCS He3anexHa
KJIFOYOBa CHCTEMa: JJIsl KOXKHOTO MyJibTa (IepenaBaya) B Jekoaepe 30epiratucs cBid
CepiiHMI HOMEP, CEKPETHUN KJTFOY 1 TOTOYHA CUHXPOH13aIT1s.

3.4 BuOip kOMNOHEHTIB

Tak sk i7es mpOeKTy MoJiArae B TOMY 1100 CTBOPUTH JOBOJII YHIBEPCAJIbHY 1

HEJIOPOTY CUCTEMY IMIOMPAEMO JOCTYITHI 1 HEIOPOT1 KOMIIOHEHTH.
3.4.1 Komm’worep

Kowmm’totep mae OyTu 3 onepariitHoro cuctemoro Windows a6o Linux (kpare
npyra). CUDA (Big anri. Compute Unified Device Architecture) - mporpamso-
amapaTHa apXiTeKTypa mapajeibHUX OOYHUCIIEHb, SIKa J03BOJISIE ICTOTHO 301IBIIUTH

00YMCITIOBAIEHY TIPOIYKTUBHICTh 3aBISKH BUKOPUCTAHHIO TpadidyHUX MPOIECOPIB
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bipmu Nvidia. HasBricte CUDA B KOMII'IOTE€pi ICTOTHO 30UIBIIUTH MIBUIKICTh

pO3Ii3HaBaHHS HOMEPHHX 3HAKiB Ha CTOM-KaJIpi 3 KaMEPH.

Raspberry Pi - 11e cepisi HeBeIMKMX OAHOIUIATHUX KOMIT IOTEPIB, PO3POOIECHUX
y Benuxobpuranii @onaom Raspberry Pi cniibHo 3 Broadcom. Ha nmoyaTtky mpoekt
Raspberry Pi cxwnsiBcst 1o mpomnaranay BUKJIagaHHs 0a30BOi 1HPOPMATUKH B MTKOJAX
Ta KpaiHaxX, M0 pPO3BUBAaIOThCA. [li3Himie opwWriHagbHAa MOJENh CTajda Habarato
NOMYJISIPHIIIOI0, HIXK Mependadanocs, MpoJIaloun 3a MEXaMu IL1JIbOBOIO PUHKY JUIS
TaKUX BUJIB  BHUKOPUCTaHHS, SIK pOOOTOTeXHIKa. 3apa3 BIH  LIMPOKO
BUKOPHUCTOBYEThCSI Y 0OaratboX 00JacTsIX, HAOpPUKIAL, I MOHITOPHHIY IIOIOJH,

yepe3 HU3bKY BapTICTh, MOAYJBHICTh Ta BIAKPUTY KOHCTPYKIIiIO.

[Ticns Bumycky apyroro tumy miat, ®ong Raspberry Pi ctBOpuB HOBY
oprasizainito, siky Ha3zBaiu Raspberry Pi Trading, 1 BcranoBuB EGeHa AnToHa sk
TE€HEPAIbHOTO JUPEKTOpa, BIAMOBIIAIOYM 3a PO3POOKY TexHojorid. Donm OyB
MIEPEOCBITJICHUIA SIK OCBITHS OyarojiiiHa opradizailis JJisi CHOPHUSHHS BUKJIAJIaHHIO

0a30BUX 1HPOPMATHUK Y IIKOJAX Ta KpaiHax, 10 PO3BUBAOTHCS.

Raspberry Pi - oaun 13 HalOIbIn TIpOJaBaHUX OPUTAHCHKUX KOMIT IOTEPIB.
CranoMm Ha rpynenb 2019 poky Oyyio mpojJaHoO MOHaA TPUIUATH MiIbHOHIB IJIaT.
Binpmiicts mic BUroTOBISIOTECS HA (pabpuiil Sony y wmicti [lenkoen, Yenbe, Tomi sk

1HIII BUTOTOBJIAIOTHCA B Kural Tta AnoHii.

Sxmo obOpatu Raspberry PI, To He 3HagoOutTbes Arduino, Tak Sk OCTaHHIM
BUKOPHUCTOBYETbCSI TUIBKM JJIi TOTO IIO0 3 KOMIT'IOTE€pY MepeAaTd CHUrHajl Ha

nepenasad 443 vl yepe3 GPIO Buxonu.

JI1s maHoro mpoekTy OyJsio 0OpaHO 3BUYAMHUIN MEPCOHATBLHUM KOMIT IOTEp Ha
onepaiifHiil cuctemi Windows, Tak sk 11e caMUid TIOCTYIIHHUM BapiaHT, IKUMA € Maibke

y KOXHOTO.
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3.4.2 Arduino

Arduino - 1ie amapaTHO-IIporpaMHa KOMIIaHisl 3 BIAKPUTHUM KOJOM, CHIJIbHOTA
IMPOCKTIB Ta KOPUCTYBadiB, sSKa po3po0isie Ta BUTOTOBJSE OJHOIUIATHI
MIKPOKOHTPOJIEpM Ta HAO0OpU MIKPOKOHTPOJEPIB i T0O0ya0BU ITU(POBUX
npuctpois. i amaparni mpomyktu ninensosaHi 3a minensiero CC-BY-SA, tomi sk
nporpamae 3abesneueHHs miner3oBaHo 3a GNU Lesser General Public License
(LGPL) a6o GNU General Public License (GPL), no3Bosisitour BUTOTOBJICHHS TIj1aT
Arduino Ta pO3MOBCIOKEHHS TporpamMHoro 3abe3medeHHs Oyab-kuMm. [lmatm
Arduino MoxHa mpuabatd Ha odimiiHOMYy BeO-calTi abo 4Yepe3 YMOBHOBAKEHHUX

JTUCTPUO IOTOPIB.

Jlis peamizanii JaHOi €JIEKTPOHHOI cucTeMH mijidae Oyab-sakuit Arduino 3
xoua 0 ogauM GPIO BuxomoMm, >kUBJIEHHSIM 5 B Ta MOXKIMBICTIO MIIKIIOYHTHCEH JO

KoMII toTepa yepes intepdeiic USB.

byno o6pano Arduino Uno Rev3, Tak sk maHuil mpHUCTpid BiANOBIAA€ BCIM
BUMOTaM OIMCaHUM BHIIE, MAa€ BEIUKY TMOMYJSAPHICTh 1 SK HACHiIOK — BEJHKY
KUTBKICTh MAarasuHiB sIKI MPOJAIOTh JaHy IUIaTy, Ta Ma€ HEBEJIMKY BapTiCTh. Takox
Arduino Uno Rev3 mae 3amac ¢yHKIIOHaTY BIJHOCHO JIaHOTO TIPOEKTY, s

MO>KJIMBOCTI MOJIAJIBIIOTO PO3BUTKY €JIEKTPOHHOI CUCTEMHU.
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12C — Clock
12C - Data

Ground

. XL
[

SPI - SCK

ouinply = XY

SPl - SS
5V
Analog — A0
Analog — Al
Analog — A2 z ~3
Analog — A3 3 g
Analog - A4 2 ™ »1
Analog - A5 RX0 €0

Source: Fritzing

Pucynoxk 3.10 — Bxoau/Buxoau Arduino Uno

3.4.3 Bineopeectparop

Bineopeectparop mnoTpiOHO TiaOupaTH TakWM, SKAA Ma€ MOXHUBICThb
MOTOKOBOTO MOBJIEHHSI Kamep. lle mae MOXIWBICTP BCTAaHOBUTH KOMIT IOTEP
BIITAJICHO BIiJ BijeopeecTparopa. Hampukiaa, SKIIO BiACOPEECTPATOP TPAHCIIOE
MOTIK B MEPEXKY 1IHTEPHET TO KOMIT IOTEp MOXHA BIIJIAJIATU HA BEJIMKY BiJICTaHb BiJl
peectparopa. ['osioBHe 1100 BijcTanb Oyia He OUTbINE HIX pajiyc Ail nepenaBayda 433
MTI'. Sxmo nepenaBau Oyjae BCTAHOBJICHMM OUIS muiaréaymy 1 mpuiiMaTd CHTHAI
TaKOXX Yepe3 Mepexy IHTepHET TO KOMII'IOTep MOXKHA BIJAAISITH Ha OyAb-sAKY
BiJICTaHb, aji€¢ B JaHOMY IMPOEKTI PO3TIAJAEMO TUIBKH TIpsME TiIKIIOUYCHHS
nepegaBada udepe3 Arduino, SKAM MIIKIIOYEHUN 10 KOMI'roTepa 1o iHTepderncy

USB.

B xutnoBomy xomruiekcy Bxke BctaHoBieHuid [P Bimeopeectparop Hikvision,

KOTpui 1 OyJe BUKOPHUCTOBYBAaTHUCh B JIaHIN €JIEKTPOHHIM CHCTEMI KepyBaHHS
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3acobamu joctyny 10 o00'ekta. Paectparop i MOTOKOBOI TpaHCHSALIl BiAeo

BUKOpHUCTOBYE MpoTokos Hikvision (8000 mopr).

Posrnsnemo xia HajamtyBaHHs Bigeopeectparopa Hikvision st MOKIMBOCTI

BUJIAJICHOTO MIAKIIOYEHHS A0 HBOTO Yepe3 MEPEKY IHTEPHET.

Tpancnsamis nmopt-agpecu (anri. Port address translation, PAT) - texnosnoris
TpaHCISIIT MepexkeBoi aapecu B 3anexHocTi Bin TCP / UDP- nopty oxepxyBaua. €
okpemuM BunaakoM NAT [20]. Takox Moxe BukopuctoByBatucs tepmiH DNAT
(Destination NAT). Ile roBoputs Bikinesisi, a mpocTUMH CIOBaMHU KHUOK IMOPTIB -
BIJIKDUTTS 30BHIIIHBOIO JOCTYIY JO Ballloi BHYTPIIIHBOI Mepexi 3 IHTepHeTry 3a

JOTIOMOT'010 MO3HAYEHHS Ha poyTepl a00 MapIIpyTU3aTOPl TOUYOK iX "31TKHEHHs'".

Kumok mopTiB 1a€ MOXJIHMBICTh OTPUMATH HACTPOIOETHCS JOCTYI IO BAIloi
JOKaIbHOI Mepexi 3 Mepexi IHTepHeT, 10 103BOJIsS€, HANPHKIAA, MepeOdyBarodn
JaJeKo BiJ 00'€KTa CHOCTEpPEKEHHS 3HIMATH JIaHli 3 KaMmep 3a JOIMOMOTOIO
3BUYaitHOro BeO-Opaysepa, nomaTku crnocrepeskeHHs [VMS-4200 abo moOimpHOTO

noxatka IVMS-4500.

AN CAc Dwy  MeoTp Do B WMS-4200

- . _ = 4
mm  [lEens fpasn Oonpesch pasype b=t FRpEANenes yETpORCTRON

L 1-3xpan

L 4-3epam %
e
B 8-DpE

[ 16-3wpan

+ [ BuaSopoaasid NpoE0TD
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Pucynoxk 3.11 — Bignanene nigkirodeHHs qo IP-kamepi uepes IVMS-4200

®© % .l 88% W 14:06
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Pucynoxk 3.12 — Bignanene nigkirodeHHs 1o [P-kamepi uepes IVMS-4500

[To-mepire, s 30BHIMIHROTO  JIOCTYNMy JO JIOKAJIbHOI  Mepexi 0e3
BUKOPHUCTaHHA XMapu a0o J0JAaTKOBHX MPOMDKHHUX cepBiciB, Baml [P-agpeca mae
OyTh O17uM, CTaTUYHUM, TOOTO HE 3MIHIOEThCA Bija cecii g0 cecii. 3'€qHaHHS B
TaKOMYy BHIAJKy HajaiiiHe 1 3axuuieHe. Jleski mnpoBaiaepu HajaroTh Oimuit [P

663KOHITOBHO, ay IHIIIKX 32 HBOTO JOBOJUTHCA IIJIATUTH.

o6 nizHatucs cBiit [P-aapecy, MokHa HamucaTy B MOIIYKOBUKY, HAPUKIIA],
"miit [P", "mizmatucs IP" 1 T.m.,a060 oTtpumaru cBiii [P B HajmamrTyBaHHIX
poytepa. Ilicns nopiBHsiiTe Horo 31 cnuckamu " cipux" (auHamiunux) [P-anpec, ane
HalmpocTie, 000 YHUKHYTH HENOPO3yMiHb, 3B'S3aTHCS 3 MpoBaiinepoMm 1

00YMOBUTH OKPEMO, 1110 BaM MOTPiOEH NMOCTiHUN 30BHIMIHIN IP.
Cipi IP-anpecu:

« 10.0.0.0-10.255.255.255
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o 172.16.0.0 - 172.31.255.255
o 192.168.0.0 - 192.168.255.255
HanamTyBaHHsi poyTepa / MapuipyTuzaTopa

Axmo I[P aapeca He crarudHa ane «OiMa», TO  TMOTPIOHO JIOJATKOBO
HanamryBatu Ha poyrepa DDNS. DDNS — 1ie nuHaMiuHa i€epapXidyHa po3mojiieHa
CUCTEMa TIEPETBOPEHHS IMEHI XocTa (KOMITIOTEpa abo0 IHIIOTO MEPEKEBOrO

npuctpoio) B [P-agpecy.

JlJig OTpUMaHHA NMPSMOTO JOCTYIY A0 KaMepHu MOTPIOHO HaJaIlITyBaTH pPOYyTep
cocobom "mpoOpoca" Ha HbOMY MOpTiB abo "Mapmpytuzauii'. HanamryBaHHs
poytepa (NAT) BUKOHYETBCS 3a IHCTPYKIIIEIO BiJl BUPOOHMKA MapuipyTusaropa. s
IPOCTOTH MPUITYCTUMO, III0 MU MA€EMO CIPaBy 3 POyTEPOM (ISl MapIIpyTU3aTOpa BCE
une Tak camo). {06 3aiiTh B HaJamITyBaHHSA poyTepa HAWUMPOCTIIIE 3HAUTH

BiJICOTHCTPYKIIIIO 32 3aITUTOM «IIPOOPOCKa MOPTIB HA "HA3BY 1 MOJEIb poyTepa'».
VY 3aranpbHUX pUcax 1€ BUTIISIAE HACTYITHUM YUHOM:

[ToTpeibHO mnepeditu Ha BHyTpimHIA I[P poyrepa ( "192.168.0.1", abo
"10.0.0.1", abo Oyab-sIKWi 1HIIMIA, BIH BKa3aHWUM B 1HCTPYKIi 10 poyTepa), BBECTU
JIOT1H 1 MapoJib (CTaHAAPTHUM JIOTIH 1 MapoJib BKa3aHUM HAa HUKHIN YaCTHHI poyTepa).
3uaiitu nyHkT "HanamryBanus NAT / DNAT" / "Port forwarding" / "Biptyanbauii

cepsep'.
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D-Link

Building Networks for Peaple
o o DSL-2500U
Home Advanced

Virtual Server allows you to direct incoming traffic from the WAN side (identified by protocol
and external port) to the internal server with a private IP address on the LAN side. The
internal port is required only if the external port needs to be converted to a different port
number used by the server on the LAN side. A maximum of 32 entries can be configured.

ADSL

Virtual Server

jlL

i i ) o |
External | External Internal | Internal
DL ff“"“ Port | Port |Protocol| Port | Port SAZ.':“’”P Remove
ame start End start | End ress

utorrent 59058 (59058 | TCP/UDP |59058 |59058 (192.168.1.2 r

skype 3418 3418 TCP/UDP | 3418 3418 192.168.1.2 r

IP Filter

Bridge Filters

Routing

Port Mapping

Logout

-
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Pucynoxk 3.13 — IIpuknaau cTOpiHOK HACTPOMKH MOPTIB B BeO-1HTepeiicu poyTepiB

[ToTpiGHO HamamITyBaTH MapIIPYTU3ALII0 TAKUM YUHOM, 1100 NEpeHaNpaBUTH
nepegady JIaHUX 3 30BHINIHBOT MeEpeki Ha BHYTPIIIHIO 10 HEOOXITHUX
nopTiB. [IpocTile kaxkyuu, mpomnucaTéd KiuTbKa psAAKIB 13 3a3HaueHHsAM [P-ampecu
KaMepH 1 BIAMOBIIHI HOMEPH, 110 NMO3HAYal0Th caMi IOPTH B CBOIX psaKax. 3BEPHIThH
yBary, 110 MapuipyTusallisi MoBHUHHaA OyTH "m3epkaibHOi" (TOOTO, 3 mopty 8000
30BHIIIHBOT Mepexi Ha mopT 8000 BHYTPIMIHBOI), 1HAKIIE MIAKIIOUYEHHS MOXKeE
MPAIOBaTH HEKOPEKTHO.

[TopTu ams AOCTYIy 10 KaMEepH:

1. 80 - BeG-iHTEpDEiic;
2. 554 - RTSP-nopt 17151 mpsAMOrO OTPUMAaHHS MOTOKY 3 KamepH [21];
3. 8000 - SDK-mopt, nHeoOximamii s migkmodeHas g0 [10 IVMS

1 peecTpaTopam;

4. 8200 - mopT naHux, cepBicHuil mopT. BusHauaerbest aBToMatnyHo (opT Ned =

nopt Ne3 +200).
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B HanamTyBaHHSX KamMepu MOPTH MOKHA 3MIHWUTU Ha iHIm. [le Moxe OyTtu
HEO0OX1/THO, AKIIO B OJHIN JIOKaJIbHIA MEPEXi 3HaXOAUTHCA JeKiIbKa MPUCTPOIB, 1110
BUMararoTh /i cebe okpeMi noptu. Hanpukiaz, sikio Ha nepiriit kamepi noptu 80,
554, 8000 1 8200, To Ha pyTiil kKamepl HeoOX1aHO npocTaBuTH opTH 81, 555, 8001 1
8201. ITicns mpobpoca mopTiB O CBOEMY 30BHIIIHbOMY [P-aipecoro MoxHa 3aiiTh Ha
npuctpiii 3 [nTepuety B BikH1 Opay3epa. [Ipu 3mini 8000 mopty Ha iHmwmii, mopt 8200

3MIHUTHCSI aBTOMATHYHO (TTOpT Ned4 = mopt Ne3 +200).

Mpuxaan: npu 3mini 8000 mopty B kamepi Ha 8004, mopTt 8200 aBTOMATHUYHO

3MIHUATHCS Ha 8204.

SIKIIO 3 AKOiCh MPUYMHU BaM 3HAI00MIIOCS 3BEPHYTHUCS JO KOHKPETHOTO MOPTY
3 Opay3epa (Hampukiaz, 3aiTH Ha BeO-iHTepdeilc kamepu), e MOXKHA 3pOOHUTH,

BBIBIIIN B JIpECHUMN PSAOK ajipecy BeO-iHTepdeiicy kamepu B popMi:

"IP agpeca": "Homep nopty", Harpukian, 111.111.111.111:80.

00000000080/ doc/page/loginasp?_1467200111251 T

HIKVISION Pyecwit v

VM5 nonks admin|

Mapore  [eeeeeeeene

Bxog

@Hikvision Digital Technology Co., Ltd. All Rights Reserved.

Pucynok 3.14 — Ctopinka Bxojy BeO-iHTepdeicy kaMmepH MpH BiJiIaICHOMY JOCTYII
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3.4.4 IlepenaBau

IlepenaBau mae mpairoBatu Bij *xkuBjieHHS 3.3 B a6o 5 B. Ta mae ogun BXin

TSl JAHUX.
Byno oOpano napy «mpuiimau — nepegaBau» STX882 + SRXES2.

SRX887 - me cymnepreTepoaMHHUN MOIAYJIb MpUiiMaya, M0 Ma€ IOTYXHY
pyuriiiHy cuity. BiH Mae BUCOKY CTaOlIbHICTb, 3aXUCT BiJl MEPEHIKOJ Ta EKOHOMIUHY
e(heKTUBHICTD, ajie TAKOXK Ma€ MOTYKHY pylIiiHy cuiy, ceptudikoBany ROHS, FCC,
CE, Moayns Moke OyTH MiIKIIOYeHUH 0€31mocepeIHho 10 MIKpOKOHTposiepa. Tak 1e
3pyuYHiIIe U KOPUCTYBAUiB, SIKi pO3pOBIIAIOTh 6e3poToBi mpoayKTH. Moro Takox

MO>KHa BUKOpUCTOBYBaTH Ha Arduino Ta Raspberry Pi.

[TepeBarm STX882: HU3bKAa BapTICTh, MalUWA pO3MIp, YJIBTPA-BUCOKA

MOTYKHICTb.

Mae BuIy cTaOUIBHICTB 1 BUCOKY PEHTA0ENbHICTh, Ha 3.6B MoTyXHICTh MOXeE

nocsaratu 50 MBT.

[Toptu  Momynss  MOXyTb  OyTH  0€3MOCEPEeIHBO  MIAKIIOYEHI 10

MIKPOKOHTPOJIEPY.
XapaKkTepUCTUKMU:
o poboua Hampyra: 3.3 B
e JOBXHMHA X IIMpHHA X BUcoTa: 12 x 15.3 x 6.2 Mmm
o BaraBTrpamax: 1.26
« JanpHICTh nepenaui: <100m
e uactoTa: 433 MI'11
e MBHUAKICTH Nepeaadi nanux: 10 10 K6 / cek

e TOTYXHICTH mepenaBaya:; 50 MBT
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Ta6nuis 3.3— EnexkTpoHH1 XapakTepucTHKU nepenaBaya STX882-443

Parameter \ Min | Typ. \ Max. \ Unit \ Condition
Operation condition
Working voltage 1.2 3.0 6 V
Temperature range -20 25 70 C
Current consumption
TX current 34 mA @3.3V,15dBm
Sleep Current =0.01 uA (@DATA As Low level
RF parameters
Frequency Range 433.82 | 433.92 | 434.02 MHZ @433MHZ
3149 315 315.1 MHZ @315MHZ
12 13 13.5 dBm @2.4V
RF power 14 15 15.5 dBm @3V
19 20 20.5 dBm @5V
Air rate 0.1 9.6 Kbps
STX882 - 1ne HeAOPOTHWi, HEBEIMKUN pO3MIp, HAAMOTYKHUH MOJIYJIb

nepenaBadya ASK 3 HM3pKOIO rapMoOHIKOI. BiH Mae BUCOKY CTaOLIBHICTH 1 BUCOKY
BapTICTh, NpH TOTYkHOCTI 3,6 B mus nmocsruenHss 50 mMBt, B jaHuii 4yac BiH
3HaXOAUTHCS HA PUHKY MiJ THM CaMUM HAIMpyTOI0, KWW Tepeaac MOIYJb mepeaadi
notyxxHocti  ASK. Moayas  MoOkHA — MIJKIIOYUTA ~ 0€3MOCEPEHBO 10
MIKpOKOHTpoJiepa. Tak 1€ 3pyuHille s KOPUCTYBauiB, $AKI PO3POOJISIOTH

0€31pOTOBI TPOTYKTH.

+3V ANT
\Vg
VDD
MCU | ,|pata STX882
GND

Pucynok 3.15 — Cxema niaxmouenHs nepenasava 10 Arduino/Raspberry Pi

Takox nepenaBad Ma€e TIOCUTh MaJIi po3Mipi IO JOAA€ CUCTEMI KOMITAKTHOCTI.
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Pucynox 3.16 — ®@13uuni po3mipu nepenapaua STX882-443. Po3mipu BkazaHi B MUJIIMETPAX
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BucHoBkHM 10 po3ainy

B xo/11 BUKOHAHHS TaHOTO PO3/iTy, OTTPUMAaHI HACTYIIHI BUCHOBKH:

1. CTpykTypHa cxema BKIIIOYAa€E: KamMmepa, BiJeOpeecTpaTop, KOMII IOTep,
Arduino Ta nepenaBay JaHUX KWK Mpairoe Ha gacToTi 433 MI .

2. OOGuparoun mnpuiiMad Ta TepejaBad sSKuUM mpairoe Ha yactoTi 433 Ml
NOTPIOHO 3BEPHYTHU yBary, 10 MOAYJIALIS Mae Oyt 000B’I3KOBO aMILTITYAHA.

3. Sx10 koMM’ F0TEp BCTAaHOBIIOBATUMETHCS HAa BIIIalICH] TO BIICOPEECTPATOP
Mae Tamu «Oimy» ctatuuny [P agpecy. Komm’rotep 6axkano mo6 maB CUDA, Tak sik
HOro HasIBHICThH 1CTOTHO 30UIBIINTH MIBUAKICTh PO3MI3HABAHHS HOMEPHHUX 3HAKIB Ha
CTOT-KaJIpl 3 KAMEPH.

4. Anteny 433MI'11 nepenaBaya mokHa *kuBuTH gk 3.3 B Tak 1 5 B. Ilpore
IpU HIDKYIM Hampysl BIH MaTHUME€ HIDKYY MOTYKHICTh Oe3npoBifHoil nepenayi. [lpu
3.3 B notyxHicth O6yae npu6auzno 16 dBm, a nmpu 5 B —20.5 dBm.

5. [IpoananizyBaBIIM HasgBHY KOMIIOHEHTHY ©0a3y, o0OpaHO KIIIOYOBI

KOMIIOHCHTH CXEMU.
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4 PO3POBKA ITPOTPAMHOI'O 3ABEIIEYEHHSA

4.1 CkaHyBaHHSI KO1Y BiIKPUTTS

s Toro mo6 Arduino mepenaBaB Ha IepeaBad KoOJ BIIKPUTTS Huiaroaymy
NOTPIOHO CKaHyBaTH KOJ| SIKWW MOCUJIA€ MyJbT KepyBaHHA nuiaroaymom. s mporo

BUKopHucTaeMo Arduino 3 npuiiMauem 433 MI' curnany SRX882-433.

7 3 ] —6 [
LU —] ] (\‘
] 1 M %,
o —] —u
L — e | |
— = EIEIET
_g_n O O 0o = n g n g
1 @ 3 4 5 6
Pin Number | Pin Definitions Description
1 ANT Connect with 50 ohm coaxial antenna
2 GND Connected to power ground
3 VCC Positive power supply
1: Normal working
4 s 0: Sleep mode
5 DATA Data output
6 GND Connected to power ground
T ANT Connect with 50 ohm coaxial antenna

Pucynok 4.1 — Bxoau/Buxoau npuitmaua 433 MI'1; curnamy SRX882-433

Tabnuig 4.1 — EnexTpoHH1 XapakTepuCTUKH nepenaBada STX882-443

Bxoau/Buxoan
SRX882-433 Arduino
6 (GND) GND
3 (VCO) 5V
5 (DATA) DIGITAL 2

AHTEHY NIIKIIOYaTH HE MOTPIOHO, 100 BUITAJKOBO HE CKAHYBaTH CHUTHAI
IIyMy YU CUTHAaJI 1HIIOTO Kitoda. CBiM KIIFOY MOTPIOHO Oyje MiAHECTH 10 MpHitMaya

nepe; HaTUCKaHHSAM Ha KHOTKY BIAKpUBaHHS Huiardaymy. [[is BmeBHEHOCTI B poOOTi
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npuiiMadya MoOXKHa Woro 4 Buxij miakI4YuTH Ha Arduino Buxin 5V, ane 1e He

000B’SI3K0BO.

Pucynok 4.2 — CxeMa nmiakiatoueHHs npuiimada 10 Arduino

Hami BigkpuBaemo Arduino IDE. IlotpiOHO BcTaHOBUTH 010/110TEKy IS
pob6otu 3 315/433 MI'n AM- npuiimadamu/miepenaBadamu. [lepexoanumo B BKIIAJIKY
«lHCTpYMEHTH», Nani HaTHCKaeMo «YmpaBiiHHA Oi0miorekamu...» (Ctrl+Shift+]).

CrpaBa 3BepXy B 1OJI1 BBOAUMO «rcswitchy. BeraHoBimoeMo 3Haiiieny 610:110TeKy.
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@ Menemxep 6MBAMOTEK X
Tun Bce | Tema |Bce ™

rc-switch ~

by sui77 BepcuA 2.6.3 INSTALLED

Operate 433/315Mhz devices. Use your Arduino, ESP8266/ESP32 or Raspberry Pi to operate remote radio controlled devices. This will most

likely work with all popular low cost power outlet sockets.

More info

BrifepuTe BepoHin ~ YcTaHoBKa
v
3aKpeITh

Pucynox 4.2 — Yapasniaas 6i6miorekamu Arduino IDE

ITicnst Toro sik cxema 3i0paHa, MoxxHa mpomuBaTu cketd (duB. JlomaTtox b

nporpaMHuit koa) Ha Arduino.

$include <RCSwitch.h>
RCSwitch mySwitch = RCSwitch();

void setup() {
Serial.begin(9€00);

mySwitch.enableReceive (0); // Receiver on interrupt 0 => that is pin 2

volid loop() {
if (mySwitch.available(}) {

Serial.print ("Received ");

Serial.print({ mySwitch.getReceivedValue() );
serial.print("™ / ");

Serial.print( mySwitch.getReceivedBitlength() });
Serial.print ("bit ");

Serial.print("Protocol: "});

Serial.println( mySwitch.gstReceivedProtocol () );

mySwitch.resetAvailable();

Pucynok 4.2 — Jlictunr ckeruay B Arduino IDE, sikuii ckanye koau Ha yactoTi 433 Ml
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[Ticyist TOTO SIK CKeTY 3aBaHTAXKUTHCA Ha Arduino BIIKpUBAEMO MOHITOP MOPTY.
[ligzHOCHMO KJTIOY A0 MpHUiiMayda 1 HATUCKAEMO KHONKY BIIKPHUTTS IIJaroaymy sKHii
Oyne aBToMaTU30ByBaThCh. OTpUMy€eMO B1IMOB1Ib Bia Arduino B ¢popmari:

Received 9286993 / 24bit Protocol: 1,
ae 9286993 — kox, 24bit — iforo 61THICTb, | — MPOTOKOI Mepenayi JaHuX, SKUH

BUKOPUCTOBYETHCS.

Trafn Mpaeka Cxery Cepestc - Copaska

Recavelema_Simple

SendDemo§

Serial . begin (D600} ;
wyiwiech, enebleRaceive (D) ;
b

&
iver of inetcupt 0 =3 chat iz

| J7 Gpme suitch as sbove, bub using decimal code *
myswiech. =end( 3939520, 24);

wold Loopdf
it (mySeitch.availabie()) 4

delay (S000) ;
wySwicch. send] 3939331, E4)F

int welue = aySwatch. gecRecervedifalus|): @ COMZ1

1f [walue == 0) | ‘
SRELAT pcnn et saan gL | L] |meceivealsazcaaly zabie Provecel: 1

¥ ;’_‘d[ il [EM Ireceivea fsozaaa1 | z4bie Proveesi: 1
e M e i Received (3533340 [ 24bit Erotocol: 1
Serial.princ| apdvicch.getReceivedValue(] )2 I3 Fecsived 3538375 24bit TroTocol: 1
et S 3 E Fecaived [3938520 [ 24bic Frotocol: 1
serial.princ| nySwlicch.getReceivedBaitiengoihl) b2 Recaived 245160 24bit Frotocol: 1
Serial . princ("hit ") ik
E_":' “1 PEIRE ? e : Recoived|348160 f 24bic Frotocol: 1

rlal. peint{"Protecel: "f:
'_"'”1 <FEint{"Frococe ks I Recsdiwved] 348160 24bit Protocol: 1
Serial.printin| wySwitch.gecReceivedProzocal () }: T ] Recsivedi3de180 J 24bic Brotocol: 1
i [T " Il

Pucynok 4.3 — Ipuiinaruii ko (00Be1€HO YEPBOHUM )

4.2 Po3po0Kka 0CHOBHOI'O CKPHUIITY

OcHoBHMIA CKpUTIT Oepe CTOM-Kajp 3 BIICONOTOKY Bigeopeectparopa. CkaHye
KaJp Ha HasBHICTh aBTOMOOUIBHUX HOMEpIB B 30HI 3ai3ay. SIKimio B Kajapi B 30HI
3ai3/1y PO3Mi3HAETHCS HOMEPHUN 3HAK TPAHCIIOPTHOTO 3ac00y, TO HOMEP 3BIPSAETHCS 3
0a3010 gaHux HOMepHUX 3HakiB MemkaHliB JKK. SIkimo Homep € B 6a31 TO OCHOBHUI
ckpunt Bignpasiasie yepe3 COM mnopt curHan Ha Arduino mo06 TOH BIJIKpHUB

nutaroayM. ([us. Jlonatok B ocHOBHMIT IporpaMHUM KOJT)
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Takoxx CKpUIIT MpU 3amycKy gonae B 0a3y JaHUX BiJCYTHI JaHHI MPO MapKy
MOJIelb 1 KOJIp MAalMHM, 1Mo HoMepy T3, 3 BIAKPUTOI YKpaiHCBbKOI 0a3u

aBTOMOOUTEHUX HOMEpIB YKpaiHu «Avto-Nomer.com.ua» [22].

@yHKLIisI OTPUMAHHSA CTON-KAJAPY 3 KaMepH

e ¢yHkUia ska OTPUMY€E CTOM-KaJp 3 KaMmepu fAKa MIAKIIOYEHa [0
BiieopectpaTopa Hikvision, kKoTpuii TpaHCIIOE€ TOTIK B Mepexy (JokaiabHy abo

JI00aIBHY).

Jlnst peamizanii nanoi ¢pyHkiii BUkopucTtana 0i0mioreka «hikvisionapi».

Bxigni nani gyHkuii:

e Host — IP agpeca Bimeopeectpatopa. Bona moxe OyTu sIK JIOKaJIbHOIO
Tak 1 TJIOOAJBLHOIO B MEpeXl IHTEpHET. SKIIO peecTpaTop TPaHCIIOE
MOTIK B MEPEXKY IHTEPHET TO TMpoBaiiep Mae HamaBaTh «Oimy» IP

anpecy, To0To He 3a NAT npoBaitaepowm;
e Port — 30BHIIIHIN NOPT B SIKUW TPAHCIIIOETHCS MOTIK;
e User — iM’4 KopucTyBaya Jijisl JOCTYIy JI0 BIJI€OPEECTPATOPA;
e Password — nmaposs 171 10CTyIy 10 BiIEOPEECTPATOPA;

e Channel — xkaHan kamepu.

Buxigni nani pynkuii:

e Ps10k B AKOMY BKa3aHM NMUISX Ky 30€pIircsi CTOM-Kaap



64

3107 KOMMNBOTEp * JlokaneHbld auck (D)) * HACK * diplom * cam

e

07-11-2020 10-23-27.jpg

Pucynok 4.3 — Pe3ynbTar BUKIUMKY QYHKIIT OTPUMAaHHS CTOMN-KaJIpy

11-07-Z20Z20 CO fUizZ3:27

Camera 01

Pucynok 4.4 — Cton-kajap 3 kamepu Ha B’3/11 B TEPUTOPIIO 3 0OMEXEHUM JIOCTYIIOM

DyHKUiA pO3Ni3HABAHHS HOMEPHHUX 3HAKIB

Jns po3mizHaBaHHS HOMEPHUX 3HAKIB TPAHCIIOPTHUX 3aco0iB Oyno 0OpaHO

6160motexy «NomeroffNety.

Nomeroff Net - 11e po3nizHaBaibHa CUCTEMa PO3ITi3HABAHHS HOMEPHHUX 3HAKIB
JUIs. MOBU TIporpaMyBaHHs python 3-1 Bepcii, 3acHOBaHa Ha 3aCTOCYBaHHI HEMPOHHOI
Mepexi cermeHTamii Ta agantoBaHomy OCR-Momymi, 1o mpaioe Ha OCHOBI

apxitektypu GRU.
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Hwxue npeactaBiaeHuid CINHUCOK  KOMIAHIM  sSKI  HAAAlOTh  IOCIYTH

pO3ITi3HaBaHHS HOMEPHHX 3HaKIB:
Automatic License Plate Recognition

€ opensource 1 komepiiiiHa Bepcis. Opensource-Bepcis ToOKazaja JIyxkKe
HU3BKHI BIJCOTOK pO3MI3HABaHHS, KpIM TOro, BOHAa BHUMarajga crerudivHi
3QJIEKHOCTI JyIsl CBO€i 30ipku 1 pobotu (0coOiMBO HamM He cmojobanacs).
Komepuiiina Bepcisi, BipHille KOMEpUIHHUNA cepBic mpaitoe 100pe. Bmie mpaioBatu
3 POCIHCBKMMH Ta YyKpaiHCbKUMU Homepamu. Ilimm momipui - 49 § / 50K

pO3Ii3HAaBaHb B MiCSIlb.
Recognitor

Xopoia sKiCTh. 30HY 3 HOMEpPOM 3HaXOAuTh ayxke aoope. CepBic He BMi€
IpaloBaTl 3 YKPAaiHCBKUMU Ta €BPOINEUCHKUMU HOMepaMu. Bapto Bia3zHauUTH
XopoIry poOOTy 3 HESKICHUMHU 3HIMKaMmH (B CHITY, )OTO HEBeTuKOro ¢gopmary, ...).

[{ina Ha cepBic TeX MPUWHATHA, ajie 32 Majl 00CATH OepyThCs HEOXOUE.

€ Oe3miu komepuiiiHUX cucTeM 13 3akputum I3, ane rapHoio opensource
peamizailii Hemae, Xxoua W IHCTPYMEHTH 3 BIIKPUTHUM KOJIOM, SIKi JIeKaTh B OCHOBI

BUPIIICHHS 1[bOTO 3aBJIaHHS IABHO BXKE 1ICHYIOTb.
Slki iHCTpyMeHTH NOTPiOHI IS pO3Mi3HABAHHA HOMeEPIB

3Haxo/pKeHHS 00'€KTIB Ha 300pakeHHI a00 B BIAEO-TIOTOIN II€ 3aBAAHHS 3
00JIaCTI KOMI'FOTEPHOTO 30py, SIKa BHUPIUIYETbCS PI3HUMH MIAXOJaMH, aje
HaWJacTIIIe 3a J0MOMOT0I0, TaK-3BaHUX, 3TOPTAILHUX HEUPOHHUX Mepex. [loTpiOHO
3HAWTHU HE MPOCTO 00JacTh HAa (POTO B SKIM 3yCTPIHYAETHCS IIYKAHUM OO0'€KT, ajne 1
BIJIOKPEMUTH BCl MOTO TOYKHM Bij iHIIMX 00'ekTiB a00 (ony. el pi3HOBU 3aBAaHb
HasuBaeThesl «Instance Segmentation». Ha umrocTpaiiii HMK4Ye Bi3yasi3oBaHi pPi3Hi

TUIU 3aBJIaHb KOMII FOTEPHOIO 30Dy .
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Instance
Segmentation

Classification
+ Localization

Object Detection

Classification

CAT, DOG, DUCK CAT, DOG, DUCK

A A
YT k4

Single object Multiple objects

Pucynok 4.5 — Knacudikartiss 06’ €KTiB KOMIT FOTEPHUM 30POM

I3 cydacHUX apXiTeKTyp 3ropTajlbHUX MEpEeX IS 3alad CerMEHTaIlli 4acTo

BukopucToBy1oTh: U-Net abo Mask R-CNN . byno o6pano Mask R-CNN.

Jpyruii 1HCTPYMEHT, siIKa 3HagoOuThCSA - 1e O10moTexka 3 po3Mi3HABAHHA
TEKCTIB, siKa O MoOrjla MpamioBaTd 3 pPI3HUMU MOBaMHU 1 SIKy MOXKHA JIETKO
HaJIAIITOBYBAaTU TiJ crenudiky TEKCTIiB, siKi OyJaemMo posmizHaBaTu. TyT BuOip He

TaKU{ BXKe 1 BeIMKUI, Haiipo3yMmHiIIoIo € tesseract Big Google.

Tak camo € psj MEHII «IJI00aJbHUX» 1HCTPYMEHTIB, 3a JIOTIOMOIOK) SIKHUX
noTpioHO OyJe HOopMali3yBaTh OO0JacTh 3 HOMEPHHMM 3HAKOM (IMPUBECTH HMOrO B
TaKWil BUJ, PU SKOMY PO3Mi3HABAHHS TEKCTY Oy/1e MOKJIMBHUM). 3a3BUYA JIJIST TAKUX

NIEPETBOPEHHh BUKOPHUCTOBYIOTH OPENCV.

Tax camo, mMoxkHa Oyne crpoOyBaTH BU3HAYUTH KpaiHy 1 THM, A0 SKOi
BIJIHOCUTHCS 3HaWJIEHWNA HOMEpPHUW 3HaK, MO0 B MOCT OOpOOIll 3acToCyBaTH
YTOUHIOIOYE I1a0JI0H, XapaKTepHUM i 1€l KpaiHh 1 IbOro THUIY HOMeEpa.
Hanpuxknan, ykpaincekuili HoMepHuUil 3HaK, nounHarouu 3 2015 poky odopmiieHuii B
CHUHBO-)KOBTOMY 0(OPMIICHH] CKJIAIA€ThCS 3 MIA0JOHY «JIBl OYKBU YOTHUPH LU(pH IB1

JITEpU.
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\

FAA 1234 AB]

Pucynok 4.6 — Jlep>xaBHuii HoMep 3HaK YKpaiHu HOBOToO 3pa3ky (micis 2015 poky)

Kpim TOTO, Matoum CTaTUCTUKY YaCTOTH «3YCTPidei» B HOMEPHHX 3HAKAX TOTO
YH 1HIIOTO MO€JHAHHSI OYKB ab0 1udp MOXkHA MOJIMIIATH SKICTh 0OpOOKH mocTa B

«CIIIPHUX» CUTYAIIIsSIX.
3Ha100ATHCS HACTYITHI IPOTPaMHi KOMIIOHEHTH:
e Python3;
e opencv-python He HIKUe Bepcli 3.4;

e Mask RCNN, tesseract;

e uyepe3 MEHEIKEp MakeTiB pip3 MoTpiOHO OyJe BCTAHOBUTH KUIbKa

MOyJIiB Ha python3.

Monymni qis python3:
e cython
e numpy>=1.16.*
e tensorflow>=2.3.*
e opencv_python
e tqdm
e setuptools
e scikit image
e jupyter

® imgaug
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e detectron2
® asyncio
e pycocotools
e matplotlib
e GitPython
e torch==1.6.*
e torchvision==0.7.0
e PyYAML==5.3

Jis BcranoBneHHs Oi0miorekn NomeroffNet noTpiOHO CckiIoOHYBaTH —git

HAMMCAaBIIN B TEPMIHAJI HACTYITHUHN KOJI:
git clone https.//github.com/ria-com/nomeroff-net.git -b 0.1.0
cd nomeroff-net

git clone https.//github.com/youngwanLEE/centermask2.git [23]

Has Centos, Fedora i inmuux RedHat OS:
yum install python3-devel

yum install gcc

yum install [ibSM [23]

st Ubuntu i inmmx Debian OS:

apt-get install gcc

apt-get install -y libsm6

apt-get install -y libglib2.0

apt-get install python3.6-dev

apt-get install -y libfontconfigl libxrenderl [23]


https://github.com/ria-com/nomeroff-net.git
https://github.com/youngwanLEE/centermask2.git
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Bceranosiienns python 3aexxHocTei:
pip3 install torch==1.6
pip3 install PyYAML==5.3
pip3 install 'git+https.//github.com/facebookresearch/detectron2.git’
pip3 install torchvision==0.7.0
pip3 install Cython
pip3 install numpy

pip3 install -r requirements.txt [23]

Bxinui gani gyHkuii:

e Psajnok B skoMy BKa3aHUM NIISAX KyJu 30€epircs CTOI-Kajap

Buxigni nani pyskuii:

e CHnuCOK psAIKIB pO3Mi3HAHUX HOMEPHUX 3HAKIB.

[*BX7375EH" ]

Pucynok 4.7 — Pe3ynbpTaT BUKINKY (YHKIIIT pO3i3HaBaHHS HOMEPY

Metoa BianpaBku B Arduino KOMaHA4 BiIKPUTTH LLIaroaymy

Konu po3nizHanuii HOMEp 30ITa€ThCsi 3 HOMEPOM SIKUHW € B 0a3i JaHHMX
menikaniiB KK python ckpunt uepe3 COM mnoprt Biamnpasisie curnain (6ait «1») Ha

Arduino meTomoMm:
serial.Serial(com_port, 9600).write(b'l’),

ne com_port — nocnigoBauit nopt Arduino (nanpukian "COM7”)
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Inmi pynkmii
Takox € 1o1aTKoB1 (PYHKIIIT CTBOPEHI JJIsSI 3pYYHOCTI 1 PYHKIIOHATY CKPHUIITY.
dyukuia get vehicle(plate number)
I 3amaua napcutu 3 6a3u «avto-nomer.com.ua» jaasi npo T3.
®yukuia update vehicle in_database(csv_path)
Omnositoe otpuMany iHpopmaiito npo T3 B 6azy.
dyukuis get plate numbers from_database(csv_path)

[ToBepTae 3 6a3u 1aHUX CIIUCOK HOMEPHUX 3HAKIB B Hill.

Bba3za nanux

B sxocti 6a3u manmx Oyno oOpano mpoctuit CSV ¢aitn. Tak sk BiH 3aiimMae

Maauii 00’eM mam’sTi, BUAKUHN Ta 3pyYHUHN B JOCTYIII.

FullName PlateNumber Vehicle follelg \partment

=15
Benbii
benbin
AB1724EK Cepbin
Cepbin

Cepbiin

Cepoiia

Benbiia

Pucynox 4.8 — CkpiHImoT 0a3u TaHuX
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Bbiaokx-cxema

Buxonsuu 3 crBopeHMX (yHKIIN 1 11€1 TPOEKTy po3polJieHO OJ0K cxeMy
CKPHIITY.

Movarox

MigknioveHHA go
COM nopra Arduino
OHOBIIEHHA QaHHIX
npo T3 B 0a3i gaHux
MOBEPHEHHA CTUCKY

HOMEDIE 3 Gasn AaHm

while True

BroanesHs
PO3NI3HaHOro
Kaapy

Bifnpaska curHany
BAKDUTTA WNargaymy,
Ha Arduing

3anucati B log
Homep T3 i
vac e'isgy

COH Ha 30 cekyHa

Pucynox 4.9 — biok-cxema poOOTH CKpUNITY
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OcHoBHa 3amaya Arduino — IIe¢ 1O CUTHQJIYy BiJI OCHOBHOTO CKpPHIITY,

BIANIPAaBUTU KO BiAKpUTTA nuiardbaymy (dus. Homatok I' ckety).

( Moyarox )

void sefup()

Serial begin(9600)

freuinnzanz pe

sy Mepeaati
#a 10y Lndbposomy swxaai

BCTaHOBMEHHA
NOBTODEHHA KOAY

unTaHHA Bignosini
Arduino

BiNnpagka kogy
yepesz 433 My
nepegasaq

COH Ha 30 cekyHa

Pucynok 4.10 — biok-cxema poOOTH CKeTay
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BucHoBkHM 10 po3ainy

1. Ha 6a3i icuHyrouux O010Ji0TeK Ta HaWKpallUxX NPaKTUK TpU PpoOOTI 3
KOMIT FOTEPHUM  30pOM,  pO3pOOJIECHO  mporpaMHe  3a0ecreYeHHS
aBTOMAaTH3aIli mardoaymy.

2. Nomeroff Net no3Bosisie po3mizHaBaTH HOMEPHI 3HAKU HAaBITh SKIIO BOHU
MOBEPHYTI Maike TEepIeHANKYIIPHO BiTHOCHO MAaTpHUIll KaMepH, o
JI03BOJIIE  OOMEKUTHCh BCTAHOBJIICHHSM B KOAI TPaBUIBHOI 30HH
po3mi3HaBaHHsA, 1 He odopmtoBatd B’i3M Ha 00’€KT 3 OOMEKEHUM
JIOCTYIIOM TaK 00 MaliuHa CTOsIa IPSMO Mepe]] KaMeporo.

3. Becb Kkoja HamucaHWM B NpOIEAypHOMY CTwi (HEe 00’ €KTHO
OpPIEHTOBAHOMY).

4. Tlporpamma BKIIIOYA€E TIEPEBIPKY HOMEPHUX 3HAKIB 3 03010 TaHUX

5. Takoxx mporpamHe 3a0e3MeUeHHs BUKOHYE BEJICHHS 3allMCIB BiJIBiAyBaHb

KK.



74

BUCHOBKU

VY maricrepchkiii gucepTallii 3anporoHOBaHO BapiaHT peajizallli eJIeKTpPOHHOI
CUCTEMH KepyBaHHS 3ac00aMu JOCTYIy 10 00’ €KTa.

IIpoBeneHO JOCHIIPKEHHSI METOJIB Ta TEXHOJIOTIA pO3IMi3HaBaHHSA HOMEPHUX
3HaKkiB. [IpoanamizoBaHo mMporpaMHi Ta amapaTtHi 3acO0OM CTBOPEHHS E€JIEKTPOHHOI
CHUCTEMH KepyBaHHSAM 3ac00aMu TOCTYITY 710 00’ €KTa, Ta 3aIIPOIIOHOBAH] PIIICHHSI, 110
JTIO3BOJIAIOTH CIIPOCTUTH 1 3[ICIIIEBUTU BBAPTICTh peasizallli Takoi CUCTEMH.

Ha ocHOBI IpoBeZIeHUX AOCTIIKEHb OTPUMAHO HACTYIHI PE3yJIbTaTH:

1. OCHOBHMI CKpHIIT, SIKUK aHajizye cromn-kaap 3 [P kamepu Ha HasBHICTH B
HbOMY HOMEPHHUX 3HaKiB, MIOPIBHIOE PO3MI3HAHI HOMEpa 3 HOMEepaMH B 0a3l TaHUX Ta
IpU CHIBMNAJIHHI BiAmpaBise curHadl Ha Arduino ais MOAAQIBIIOTO BIIKPHUTTS
nutaroaymy.

2. Ha mizncraBi HemOMIKIB Ta mepeBar BUKOPUCTAHHS OCHOBHMX TEXHOJOTIN st
pO3Mi3HAaBaHHS HOMEPHHMX 3HaKiB, 00OpaHO O010JI0TeKy Jii MOBH IIpOrpaMyBaHHS
python 3, sika BUKOHyBaJIa PyHKIIIIO PO3ITi3HABAHHS HOMEPHUX 3HaKIB T3.

3. Pospobnena ctpykrypHa cxema Bkitouae MK, nepenaau 433 MI .

4. Po3pobaeno ckeru myis Arduino, kvl mpuiiMae CUTHAJ BiJl OCHOBHOTO

CKPHUINTY 1 CIIPallbOBY€ Ha BIAKPUBAHHS 3aCO0y JOCTYIY.
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The idea of the project is to create a universal budget electronic control system

for access to the facility.

The main task - automation of access control to the residential complex. The
system includes:

* Vehicle identification by state license plate recognition;

» Reconciliation of the identified license plate with the database of residents of
the residential complex;

« Automatic barrier opening if the license plate is in the database.

Additional tasks:

* Maintaining a visitor base.

Access control, security systems (Engl. Physical Access Control System,
PACS) - set of software and hardware engineering control means and control means,
aimed at limiting and recording input-output objects (people, vehicles) in a given

area through the "pass point ": Doors , gates , checkpoint .

The main task is to control access to a given territory (who to let in, at what

time and to what territory), including also:

e restricting access to a given territory;
¢ identification of a person who has access to a given territory.

Additional tasks:

e accounting of working hours;

e payroll calculation (when integrated with accounting systems);

e maintaining a base of personnel / visitors;

e integration with a security system, for example:

e with a video surveillance system for combining system event archives,

transmitting notifications to the video surveillance system about the
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need to start recording, turn the camera to record the consequences of a
recorded suspicious event;

with a security alarm system (SOS), for example, to restrict access to
armed rooms, or to automatically disarm and arm rooms.

with a fire alarm system (SPS) for obtaining information about the state
of fire detectors , automatic unblocking of evacuation exits and closing

fire doors in the event of a fire alarm.

At especially critical facilities, the network of ACS devices is physically not

connected to other information networks.

Barriers

Installed on the door:

e Electric strikes are the least protected from burglary, therefore they are

usually installed on internal doors (intra-office, etc.) Electric strikes ,
like other types of locks , can be opened by voltage (that is, the door
opens when the power is applied to the lock), and closed by voltage (
open as soon as the supply voltage is removed from them, therefore they
are recommended for use by the fire inspectorate).

Electromagnetic locks - almost all are voltage-locked, that is, they are
suitable for installation on escape routes in case of fire.
Electromechanical locks are quite resistant to burglary (if the lock is
mechanically strong), many have a mechanical reset (this means that if
an opening impulse is given to the lock, it will be unlocked until the

door is opened).

Installed on aisles / driveways:

Turnstiles are used at checkpoints, socially significant objects
(stadiums, train stations, metro, some government agencies) - wherever
it is required to organize a controlled passage of a large number of

people. There are two main types of turnstiles: waist and full-height. If
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there is no quick-opening free passage near the turnstile (in case of fire),
the waist turnstile must be equipped with a so-called. anti-panic bars -
bars that are broken by the effort of a normal person (a requirement of
the fire inspection).

e Airlock cabins - used in banks, at secure facilities (at enterprises with
increased security requirements).

e Qates and barriers are mainly installed at the entrances to the territory
of the enterprise, in car parks and parking lots, at the entrances to the
adjacent territory, in the courtyards of residential buildings. The main
requirement is resistance to climatic conditions and the possibility of
automated control (using an access control system). When it comes to
organizing travel access control, additional requirements are imposed on
the system - increased reading range of tags, license plate recognition
(in the case of integration with a video surveillance system).

e Automatic road barriers are used to guarantee the prevention of
unauthorized vehicles entering the protected area. They are anti-terrorist
measures, since driving through a raised barrier destroys the vehicle's

suspension.

Identifier

The main types of performance are card, keychain, tag. It is a basic element of
an access control system, since it stores a code that serves to determine the rights
("identification") of the owner. This can be a Touch memory , a contactless card
(such as an RFID tag), or an obsolete type of magnetic stripe card. The identifier can
also be codes entered on the keyboard, or individual biometric signs of a person - a
fingerprint, a drawing of the retina or iris of the eye, a three-dimensional image of a

face.

The security (resistance to burglary) of an access control system is largely

determined by the type of identifier used: for example, the most common proximity
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cards can be counterfeited in key workshops using commercially available
equipment. Therefore, such identifiers are not suitable for objects requiring a higher
level of protection. A fundamentally higher level of security is provided by RFID

tags, in which the card code is stored in a protected area and encrypted.

In addition to direct use in access control systems, RFID tags are widely used
in other areas. For example, in local settlement systems (payment for meals in the

canteen and other services), loyalty systems, and so on.

Controller

An autonomous controller is the "brain" of the system: it is the controller that
determines whether or not the owner of the identifier is allowed to enter the door,
since it stores identifier codes with a list of access rights for each of them in its own
non-volatile memory. When a person presents (brings to the reader) an identifier, the
code read from it is compared with that stored in the database, on the basis of which

a decision is made to open the door.

The network controller integrates into a single system with other controllers
and a computer for centralized control and management. In this case, the decision to
grant access can be made by both the controller and the software of the host
computer. Most often, the controllers are networked using an industrial RS-485

interface or an Ethernet local network.

In cases where it is necessary to ensure the operation of the controller in case
of power outages, the controller unit is provided with its own battery, or an external

backup power unit. Battery life can range from several hours to several days.

Reader
This is a device that receives ("reads") the identifier code and transmits it to
the controller. Reader options depend on the type of identifier: for a "tablet" - these

are two electrical contacts (in the form of a "pocket"), for a proximity card, it is an
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electronic board with an antenna in the housing, and for reading, for example, a
pattern of the iris the reader must enter the camera. If the reader is installed on the
street (gate, outer door of the building, passage to the parking lot), then it must
withstand climatic loads - temperature drops, precipitation - especially when it
comes to objects in areas with harsh climatic conditions. And if there is a threat of
vandalism, mechanical strength is also required (steel case). Readers for distant
identification can be singled out separately .objects (with identification distance up
to 50 m). Such systems are convenient for motorways, parking lots, toll road
entrances, etc. Identifiers (tags) for such readers are usually active (they contain a

built-in battery).

Networked systems

In a networked system, all controllers are connected to a computer, which
provides many advantages for large enterprises, but is not required at all for a "one-
door" ACS. Networked systems are convenient for large objects (offices,
manufacturing plants), since it becomes extremely difficult to manage even a dozen
doors on which autonomous systems are installed. Network systems are

indispensable in the following cases:

e if it is necessary to implement complex algorithms for admitting groups
of employees with different privileges to different zones of the
enterprise and be able to quickly change them;

e if it is necessary to selectively delete or create gaps (marks) for a large
number of access points or for a large number of employees (high
turnover and loss of passes);

e if you need information about previous events (event archive) or you
need additional monitoring in real time. For example, in the network
system, there is a photo verification function: at the checkpoint, when an
incoming person brings an identifier to the reader, an employee

(watchman, security guard) can see on the monitor a photo of a person
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who is assigned this identifier in the database and compare it with the
appearance of the person passing by, which insures against passing
cards to other people;
e if it is necessary to organize the recording of working time and control
of labor discipline;
e if it is necessary to ensure interaction (integration) with other security
subsystems, for example, video surveillance or fire alarms ).
In a networked system, from one place, you can not only monitor events
throughout the protected area, but also centrally manage user rights, maintain a
database. Networked systems allow organizing several workplaces by dividing

management functions between different employees and enterprise services.

In networked access control systems, wireless technologies, the so-called radio
channels, can be used. The use of wireless networks 1s often determined by specific
situations: it is difficult or impossible to lay wired communications between objects,
reduction of financial costs for installation of an access point, etc. There are a large

number of radio channel options, but only some of them are used in ACS.

e Bluetooth . This type of wireless data transmission device is analogous
to Ethernet. Its peculiarity lies in the fact that there is no need to lay
parallel communications for combining components when using the RS-
485 interface.

e Wi-Fi . The main advantage of this radio channel is its long
communication range, capable of reaching several hundred meters. This
1s especially necessary for connecting objects at large distances (?). At
the same time, both time and financial costs for laying street
communications are reduced.

o ZigBee . Initially, the scope of this radio channel was a security and fire

alarm system. Technologies do not stand still and are actively



85

developing, therefore ZigBee can be used in access control systems.
This wireless technology operates in the unlicensed 2.45 GHz band.

e GSM . The advantage of using this wireless communication channel is
almost complete coverage. The main methods of information transfer in
the considered network are GPRS, SMS and voice channel.

It is not uncommon for the installation of a full-fledged security system to be
unjustifiably expensive for solving the task. In such situations, the best solution
would be to install an autonomous controller at each of the access points that need to

be equipped with access.

Autonomous systems

Autonomous systems are cheaper, easier to operate, do not require laying
hundreds of meters of cable, using computer interface devices or the computer itself.
At the same time, the disadvantages of such systems include the inability to create
reports, keep track of working hours, transmit and summarize information about
events, and be controlled remotely. When choosing an autonomous system with high

safety requirements, it is recommended to pay attention to the following:

e The reader must be separated from the controller so that the wires
through which the lock can be opened are not accessible from the
outside.

e The controller must have a backup power supply in case of a power
outage.

e [t is preferable to use the reader in a vandal-resistant housing.

As part of the autonomous access control system, electronic locks are also
used that transmit information via wireless communication channels: a mechanical
lock with electronic control and a built-in reader is installed in the door. The lock is
connected via a radio channel to the hub, which already communicates via wires

with the workstation on which the software is installed.
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For an autonomous system, it is possible to use the "reverse method", when
identifiers are set at checkpoints, and employees are marked by the reader-controller,
subsequently the data is transmitted as soon as possible - the appearance of
communication at the reader. This method is convenient to use, for example, in
places where there is no communication, the possibility of laying power supply or
other communications. Also, the "reverse method" can be used to control patrolling
of large perimeters: after bypassing the territory or at the end of the shift, the guard
submits for verification the controller, in which all passed control points are

recorded, indicating the sequence of passage and the time of passage of each point.

Additional features

e GSM module that allows you to send SMS with information about the
passage (used, for example, in schools).

e for network access control systems (also some autonomous systems) -
the ability to remotely control over the Internet (for example, to manage
the access control system from the central office, if the company has
many branches).

e complex for personalization of plastic cards (printer for printing the
owner's data on a plastic card, including photographs).

e ‘““antipassback” mode - if a person has already entered the protected area,
then re-presenting his identifier at the entrance will be prohibited (until
the card is presented at the exit), which will exclude the possibility of
two or more people passing through one card. At the same time, the
network access control system allows organizing such a mode at all
points of passage connected to the network, which provides full-featured

protection along the entire perimeter of the controlled area.

Application of ACS

The areas of application of ACS are various:
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company offices, business centers;

banks;

educational institutions (schools, technical schools, universities);
industrial enterprises;

protected areas;

parking lots, parking lots;

places of passage of vehicles;

private houses, residential complexes, cottages;

hotels;

public institutions (sports complexes, museums, metro, etc.)

The main types of companies in the market

Manufacturers
Distributors

Designers

Integrators

Trading houses
Installation organizations
End customers

Large end customers (have their own security service)

Development of the structural scheme

The block diagram of the electronic system consists of:

» Camera with a video recorder that has the ability to broadcast a video stream

(or IP camera);

» Computer (PC, server, Raspberry PI, etc.) with Arduino connected via USB;

* 433 MHz transmitter with amplitude modulation.

If you use a raspberry pi, then you do not need an Arduino, as you can use a

GPIO Raspberry PI.

The 433 MHz wireless transmitter must be amplitude modulated.
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The computer acts as the main controller of the system. It is needed to receive,
process and transmit information:

* Reception of a video stream of the camera;

* Crucifixion of license plates of vehicles that want to enter the territory of the
residential complex;

* Reconciliation of recognized characters with the database;

* Logging the time and license plate of the vehicle entering the territory of the
LCD;

 Sending a signal to the barrier controller via GPIO (Arduino) and 433 MHz

transmitter.

Selection of element base
Since the idea of the project is to create a fairly universal and inexpensive

system, we select available and inexpensive components.

Computer

Your computer must be running Windows or Linux (preferably a friend).
CUDA (Compute Unified Device Architecture) is a software and hardware
architecture for parallel computing that can significantly increase computing
performance through the use of Nvidia GPUs. Having a CUDA on your computer
will significantly increase the speed at which license plates are recognized in the still
image from the camera.

The Raspberry Pi is a series of small single-board computers developed in the
UK by the Raspberry Pi Foundation in collaboration with Broadcom. Initially, the
Raspberry Pi project tended to promote the teaching of basic computer science in
schools and developing countries. Later, the original model became much more
popular than expected, selling outside the target market for uses such as robotics. It
is now widely used in many areas, such as weather monitoring, due to its low cost,
modularity and open design.

Following the release of the second type of board, the Raspberry Pi

Foundation created a new organization called Raspberry Pi Trading and appointed



89

Eben Upton as CEO, responsible for technology development. The Foundation has
been re-educated as an educational charity to promote the teaching of basic computer
science in schools and developing countries.

The Raspberry Pi is one of the best-selling British computers. As of December
2019, more than thirty million boards were sold. Most dogs are made at Sony's
factory in Pencoed, Wales, while others are made in China and Japan.

If you choose Raspberry PI, you will not need an Arduino, as the latter is used
only to transmit a signal from a computer to a 443 MHz transmitter via GPIO
outputs.

For this project, a regular personal computer running Windows was chosen, as

it is the most affordable option that almost everyone has.

Arduino

Arduino is an open source hardware and software company, a community of
projects and users that develops and manufactures single-board microcontrollers and
sets of microcontrollers for building digital devices. Its hardware products are
licensed under the CC-BY-SA license, while the software is licensed under the GNU
Lesser General Public License (LGPL) or the GNU General Public License (GPL),
allowing Arduino boards to be manufactured and distributed by anyone. Arduino
boards can be purchased on the official website or through authorized distributors.

Any Arduino with at least one GPIO output, 5 V power supply and the ability
to connect to a computer via USB is suitable for the implementation of this
electronic system.

Arduino Uno Rev3 was chosen because this device meets all the requirements
described above, is very popular and as a result - a large number of stores that sell
this board, and has a low cost. Also, the Arduino Uno Rev3 has a margin of

functionality for this project, to allow further development of the electronic system.

Video recorder
You need to choose a DVR that has the ability to stream cameras. This allows

you to set up your computer remotely from the DVR. For example, if the DVR
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broadcasts a stream to the Internet, the computer can be removed a long distance
from registrar. The main thing is that the distance was not more than the range of the
transmitter 433 MHz. If the transmitter is installed near a barrier and receives the
signal also via the Internet, the computer can be removed at any distance, but in this
project we consider only the direct connection of the transmitter via Arduino, which
is connected to the computer via USB.

I have already installed an IP video recorder Hikvision in the residential
complex, which will be used in this electronic control system for access to the object.

The DVR uses the Hikvision protocol (port 8000) to stream video.

Transmitter

The transmitter must be powered by 3.3 V or 5 V. And has one input for data.

The pair "receiver - transmitter" STX882 + SRX882 was selected.

SRX887 is a superheterodyne module of the receiver, which has a powerful
driving force. It has high stability, interference protection and cost-effectiveness, but
also has a powerful driving force, certified ROHS, FCC, CE, the module can be
connected directly to the microcontroller. So it is more convenient for users who

develop wireless products. It can also be used on Arduino and Raspberry Pi.

The STXS882 is an inexpensive, small, high-power, low-harmonic ASK
transmitter module. It has high stability and high cost, with a power of 3.6 V to reach
50 mW, it is currently on the market under the same voltage that transmits the ASK
power transmission module. The module can be connected directly to the

microcontroller. So it is more convenient for users who develop wireless products
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/*
Simple example for receiving

https://github.com/sui77/rc-switch/
*/

#include <RCSwitch.h>
RCSwitch mySwitch = RCSwitch();

void setup() {
Serial.begin(9600);
mySwitch.enableReceive(0); // Receiver on interrupt 0 => that is pin #2

}

void loop() {
if (mySwitch.available()) {

Serial.print("Received ");

Serial.print( mySwitch.getReceivedValue() );
Serial.print(" / ");

Serial.print( mySwitch.getReceivedBitlength() );
Serial.print("bit ");

Serial.print("Protocol: ");

Serial.println( mySwitch.getReceivedProtocol() );

mySwitch.resetAvailable();

b
b
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from datetime import datetime
import time

import csv

import serial

import os

import glob

if not os.path.exists('cam'):
os.makedirs('cam")
cam_host ="192.168.0.2'
cam_port = 8000
cam_user = 'admin’
cam_password = 'admin’
cam_channel = 102
csv_path = 'database.csv'
timeout = 30 # Ha ckonbKO CeKyH]I 3aChINaeT CKPUIIT MOCIIC YCIEITHOTO
parno3HaBaHHs HOMEpa KOTOPHI ecTh B Oa3e
com_port ="COM7' # IlocnenoBaTenbHblidi MOPT arduino yrnpaBistomui
nuIaroéayMom

def get vehicle(plate_number: str):
import requests
from Ixml import html
brand, model, year, color=",",", "
response = requests.get('https://avto-
nomer.com.ua/nomer/{}'.format(plate_number))
if response.status code == 200:
tree = html.fromstring(response.content)
try:
brand = tree.xpath('//*[@id="view-mode-list"]/article[ @class="car-
item"]/div[@class="car-title"]/a[ 1]/text()")[0]
model = tree.xpath('//*[@id="view-mode-list"]/article[ @class="car-
item"]/div[@class="car-title"]/a[2]/text()")[0]
year = tree.xpath('//*[@id="view-mode-list"]/article[ (@class="car-
item"]/div[@class="car-title"]/text()")[2].replace(',', ").replace("\n', ").replace("\t',
").replace('r.", 'p.")
color = tree.xpath('//*[@id="view-mode-list"]/article[ @class="car-
item"]/div[@class="car-info"]/div/ul/li[1]/text()")[0].strip()
except IndexError:
print('Homep Maiunbl {} He HaiijieH B 6a3e
JAWN'.format(plate number))
return '{} {} {}'.format(brand, model, year), color
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defupdate vehicle in database(csv_path: str):

r = csv.reader(open(csv_path), delimiter=";', lineterminator="\n') # Here your
csv file

lines = list(r)

for 1, line in enumerate(lines):

if line[2] ==""
lines[1][2], lines[1][3] = get_vehicle(line[1])
writer = csv.writer(open(csv_path, 'w'), delimiter=";', lineterminator="n")
writer.writerows(lines)

def get plate numbers from_ database(csv_path: str):
plate_ numbers_list =[]
with open(csv_path, newline=") as f:
database = csv.reader(f)
database. next () # [Ipomyckaem manky
for row in database:
# print(row[0])
if row[0].split(";)[1] I=":
plate numbers_list.append(row[0].split(";")[1])
# print(plate_numbers_list)
return plate numbers_list

def get cam_pic(host: str, port: int, user: str, password: str, channel: int):
from hikvisionapi import Client
import cv2

cam = Client('http://{}:{}".format(host, port), user, password)

cam.count_events = 1 # The number of events we want to retrieve (default =
1)

get cam_pic_datetime = datetime.now() # Peructpupyem Bpems 3ad0pa
CTOMKA/pa C MOTOKA KaMePHhI

response = cam.Streaming.channels[channel].picture(method='get',
type='opaque data')

img_path ="'./cam/{} jpg'.format(get cam pic_ datetime.strftime("%d-%m-
%Y %H-%M-%S"))

with open(img_path, 'wb') as f:

for chunk in response.iter content(chunk size=1024):
if chunk:
f.write(chunk)

# time.sleep(1)
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# img = cv2.imread('screen.jpg')
# cv2.imshow("show", img)
# cv2.waitKey(0)

return img_path

ST T I R S TR T
def number plate recognition(img_path: str):

# Specify device

import os

os.environ["CUDA_VISIBLE DEVICES"]="0"
os.environ["TF_FORCE GPU ALLOW_GROWTH"] = "true"

# Import all necessary libraries.
import numpy as np

import sys

import matplotlib.image as mpimg

# NomeroffNet path

NOMEROFF NET DIR = os.path.abspath('c:/Users/Toporivskyi/nomeroft-
net')

sys.path.append(NOMEROFF NET DIR)

# Import license plate recognition tools.

from NomeroffNet import Detector

from NomeroffNet import filters

from NomeroffNet import RectDetector

from NomeroffNet import OptionsDetector
from NomeroffNet import TextDetector

from NomeroffNet import textPostprocessing

# load models
rectDetector = RectDetector()

optionsDetector = OptionsDetector()
optionsDetector.load("latest")

textDetector = TextDetector.get static_module("eu")()
textDetector.load("latest")

nnet = Detector()
nnet.loadModel(NOMEROFF NET DIR)
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# Detect numberplate
# img_path = 'examples/images/example2.jpeg'
img = mpimg.imread(img_path)

# Generate image mask.
cv_imgs masks = nnet.detect mask([img])

for cv_img_ masks in cv_imgs masks:
# Detect points.
arrPoints = rectDetector.detect(cv_img masks)

# cut zones
zones = rectDetector.get cv_zonesBGR(img, arrPoints, 64, 295)

# find standart
regionlds, statelds, countLines = optionsDetector.predict(zones)
regionNames = optionsDetector.getRegionLabels(regionlds)

# find text with postprocessing by standart

textArr = textDetector.predict(zones)

textArr = textPostprocessing(textArr, regionNames)
print(textArr)

# ['JJF509', 'RP70012']

return textArr

"

if name ==" main ":
com = serial.Serial(com_port, 9600) # [loakmouaemcs k Arduino
time.sleep(2) # wait for the serial connection to initialize

update vehicle in database(csv_path) # /lo6aBmsiem B 6a3y MapKy u MOJIEITb
MAIIMHBI, TJ¢ He YKa3aHbI

database plate numbers = get plate numbers from database(csv_path) #
M3BiiekaeM CITMCOK HOMEPOB 3aIllMCAHHBIX B 0a3e JaHHBIX

# plate number leases cache = {}
while True:
cam_pics = glob.glob('./cam/*")
for file in cam_pics:
os.remove(file)
try:
cam_pic = get cam_pic(cam_host, cam_port, cam_user, cam_password,
cam_channel) # CoxpaHsieM CTOIKaJIp U3 MOTOKA KaMepbl
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cam_plate numbers = number plate recognition(cam_pic) #
Pacnioznaém HOMEpa Ha CTOomKaape
except:
continue
else: # Ecnu ommOOK pu MOJIyYE€HUH CTOI-KaJipa U paclio3HaBaHUS
HOMepa HeObLIO:
if len(cam_plate numbers) !=0: # Ecnu B kaape ecTh X0Ts Obl 0JIUH
pPacro3HaHHbI HOMED
for plate_number in cam_plate numbers:
with open("log.txt", "a") as log:
log.write("\nT3 3 Homepom {} po3mi3HaHMIi B
{}".format(plate number, cam_pic.replace('./cam/', ").replace('.jpg', ")))
if plate_ number in database plate numbers:
print('"Haiinen HoMep KOTOpPHI ecTh B 0a3e TaHHBIX')
com.write(b'l") # [locbutaem curHan Ha apyWHO TSI OTKPBITHS
nuiaroayma
response = com.readline().decode().replace("\r', ").replace("\n', ")
# Unraem OTBET apAyHHO
if response == 'Switching on/off":
print("Arduino oTmpaBuJ CUTHAJ OTKPBITHS T1ardayma')
with open("log.txt", "a") as log:
log.write("\nT3 3 HOMepoMm {} 3aixaB Ha TEPUTOPIIO B
{}".format(plate number, datetime.now()))
time.sleep(timeout)
break
if os.path.exists(cam_pic):
os.remove(cam_pic) # Ynmanssiem pacro3HaHHBIA CTOMKAJIP
else:
print("The file does not exist")



JIOJIATOK T

JIicTUHT cKeTya

99



#include <RCSwitch.h>

RCSwitch mySwitch = RCSwitch();
char data;

void setup() {

Serial.begin(9600);

// Transmitter is connected to Arduino Pin #10
mySwitch.enableTransmit(10);

// Optional set pulse length.

// mySwitch.setPulseLength(320);

// Optional set protocol (default is 1, will work for most outlets)
mySwitch.setProtocol(1);

// Optional set number of transmission repetitions.
mySwitch.setRepeatTransmit(5);

// mySwitch.send(9286993, 24); //xox oTKpbITHS HUIarbayma

}

void loop() {
// BBIBOJ TOJIBKO MPU MOJYYCHUU JaHHBIX
if (Serial.available() > 0)
{
data = Serial.read();
// Serial.println(data); // BBIBOJIUM OAWT B TIOCIICIOBATEIBHBIN MTOPT
if (data =="1")
{
Serial.println("Switching on/off");
/* using decimal code */
mySwitch.send(9286993, 24); //xox oTKkpbITHS HUIardayma

h
h
;
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